SIEMENS

~—..
- )
‘m L - ] -
L ) —
’ N \
B ATy 2 \»
R >
" ey LY “Vacrge ®

M-bus web server WTV676-HB6035
M-bus level converter WTV531-GA5060
M-bus level converter WTX631-GA0090
RF converter WTX660-E05060

User’s guide

ABV11157985_en--_f
2021-06-21 Smart Infrastructure



2/130

Legal notice

Technical specifications and availability subject to change without notice.

Transmittal, reproduction, dissemination and/or editing of this document as well as
utilization of its contents and communication thereof to others without express
authorization are prohibited. Offenders will be held liable for payment of damages.
All rights created by patent grant or registration of a utility model or design patent

are reserved.

Issued by:

Siemens Switzerland Ltd.

Smart Infrastructure

Global Headquarters

Theilerstrasse 1a

CH-6300 Zug

Tel. +41 58 724-2424
www.siemens.com/buildingtechnologies

Edition: 2021-06-21
Document ID: A6V11157985_en--_f

© Siemens Switzerland Ltd, 2017

Siemens
Smart Infrastructure

M-bus level converter and M-bus web server
Contents

ABV11157985_en--_f
2021-06-21



Contents

Cyber security diSCIaimer .........cccccciiiiiiiiniciir e 6
0 About this document............cciiiiiiiii 7
0.1 REVISION NISTOIY .. ..iiiiiiiiiiiiiiiiiiiiiiiiib bbb 7
0.2 Reference doCUMENES.........ooniieieeeeeee e 7
0.3 Before you Start ... 8
0.3.1 COPYHIGNE ... 8
0.3.2 QUAIILY @SSUMANCE ... ...ueiiiiiieei it 8
0.3.3 Document use/request to the reader .............uvvvviviiiiiiiiiiiiiiiiiiiiieii, 8
034 ACTONYIMS .ottt 8
1 L0 LY =Y V7 - Y 9
1.1 DeVice FUNCLIONS ... 9
1.1.1 Level ConVErter WTV O3 ... . et 9
11.2 Level CoNVErter WTXB3 ... ...ttt e e e e e 9
1.1.3 WED SEIVEIr WTVBTO.... ...t eaas 10
114 RF converter WTX660-EQ5060 ...........couniiuiiiiiiiieeeeeeeeee e 10
1.2 M-DUS PrOPEITIES. ... e et eeeeeees 11
1.21 WIFTEA MoDUS ...t eas 11
1.2.2 WIFBIESS IM-DUS ... et 11
1.3 SYNCO [C .. 12
1.3.1 (LU a1 (0] 1= J 12
1.3.2 SyStem reqUIrEMENTS .......ooiiiiiiiiiiei e 12
2 MOUNEING ... e e 13
3 (020X 31 1= o3 { Lo o 1= 13
3.1 Level converter WTVO3 .. ..o e 13
3.2 Level converter WTX6B3 ... ... 14
3.3 WVED SBIVET ...t e et e e e e 15
34 (R o0) 0 1V/=1 o (=] ST 15
4 L Lo T ==Y 4 4T T 16
4.1 TOPOIOGY ..o 16
411 Wired M-DUS dBVICES .......ceeieiieee e 16
41.2 WIFBIESS ABVICES..... et 17
4.2 Operation MOAES ..........oouviiiiieeeeeeeee e, 18
4.2.1 Level converter WTV531.. with ACT531 software...........ccoovveeeeennnnnn. 18
4.2.2 Level converter with Desigo CC ............uuvuiiiiiiiiiiiiiiiiiiiiiiiiiriiiineenennnn. 18
4.2.3 Level converter to extend a M-bus network ..........ccocovvveiiiiiiiiiiinin, 19
424 WVED SBIVET ...ttt e e e e 20
4.2.5 Web server with level converters..........coouviuiiii e 20
4.2.6 Web server With RF CONVEIMErS ......ccoiieiiiiiiee e 21
427 Combined PIaNtS....cccoiii i 22
428 SYNCO [C tOPOIOGY ... ettt 23
4.3 Readout of data..........cooomiiii e 23
4.3.1 Readout of data via PC / Internet browser...........ccooueiviviiiiiiiiiiiieiaenn. 23
4.3.2 Mobile data readout over WLAN ..., 23
4.4 POWET SUPPIY - 24
441 Level converter WTV531.., WTX631.. ...ccovniiiieeeeeeeeeeeeeeeee e, 24
442 WVED SBIVET ... et e e e e 24
4.4.3 (R oT0) 0 1V/=] o (=] S 25
3/130

Siemens M-bus level converter and M-bus web server ABV11157985_en--_f

Smart Infrastructure

Cyber security disclaimer 2021-06-21



4.5 MEDUS <. 25
451 M-buUs @ddreSSiNg .......ccovviiiiiiiiiiiiiiiii 25
45.2 Sizing the wired M-bus system............ooooiiii 25
5 Installation ..o e 27
5.1 Connecting multiple level converters (WTV531.., WTX631..)......ccce...... 27
5.2 Connect web server and level converter............c.cccceeeeeiiiiiiiiieeeeeeeecee, 27
5.3 Connect web server and RF converter............ccccoeeeeeiiiiiiiiieeiee e, 28
54 Connect level converterto aPC............oeceiiiiiiiiiie e 28
54.1 Level converter WTVO3 ... . 28
54.2 Level converter WTX631.... ..o 29
55 Connect web serverto PC ... 29
5.6 Connect RF converter to PC ..o 30
5.7 Connect M-bus devices to level converter.............ccuvvvvviiiiiiiiiniiiiinninn. 30
5.8 Connect M-bus devices to Web Server...........ccccvvviiiiiiiiiiiiiiiiiiiiiiiiinnn, 30
59 Connect wireless M-bus devices to the RF converter ............ccccvvvvenne. 31
5.10 Digital inputs on Web server.........ccccccooiii 31
511 Digital outputs 0N Web Server...........ooooiiiiiiiii e 32
512 Web server access to Synco IC ..., 32
5121 S TC (0 oI} aToTo TN LGN (=Y o Yo ) £ TP 32
5.12.2 Enable web server in Synco IC ... 33
5.12.3  Configure email notification in the Synco IC portal.............ccceeeeeeieinnn. 33
6 Level converter cOmMmIiSSIiONING.......ccuvrrrrrmmmmrmmmmmmmmsssssssssssrsssrssrerennnn 34
6.1 Display elements ... 34
6.1.1 Level converter WTVO3T ... . 34
6.1.2 Level converter WTX631.... ..o 35
6.2 Troubleshooting the level converter............ccooe i, 36
6.3 Level converter firmware WTV531.. ... 36
7 Commission RF converters............cccooinninninsnccneeneenea 37
71 Data security and encryption..........cccccccciviiiiiiii 37
7.2 Troubleshooting the RF converter............coooovei, 37
8 Web server commissioning...........cooocn 39
8.1 Connect web server to PC or LAN ... 39
8.2 WTV remote ACCESS ...ouuniiiiii e 40
8.3 M-bus commissioning 0N WED SEIVEr ..........ccccccvviiiiiiiiii 41
8.4 Commission RF converters on web server.............cccooooooiiieeieeeeninnn, 43
8.5 Web server troubleshooting ..., 43
8.6 Web server integration in Synco IC ... 44
8.6.1 T (0] o JR= Lo o1 P 44
8.6.2 Activate plant ... 44
9 Level converter operation ..............iiemiiiniiinmnie s 45
9.1 Level converter WTVO3 ... . 45
9.2 Level converter WTX631.... ..o 45
10 RF converter operation.............cccviiiiiinnnnnn e 46
101 Change MeSh ID.........oiiiiiiii e 47
1" Web server operation on the device.........cceiiiiiimiiccccieee 48

4/130

Siemens M-bus level converter and M-bus web server ABV11157985_en--_f

Smart Infrastructure Contents 2021-06-21



11.1 Select default operating language .............occcuvieeiiiiiiiiiiie 48
11.2 BULONS ... 48
11.3 L@ 01T = 11 0 o TP URTTR 49
12 Web server browser operation.........ccoecceiiiiimiicscccn s 61
121 Registration & 10giN..........cooiiiiiiiiie e 61
12.2 HOM. e 64
12.2.1 Select the web server language (software interface) ..............ccoeeuneee. 65
12.3 Plant status........ooueie e 65
12.3.1 SYSteM STATUS ...oeee i 65
12.3.2  WIired deVICES ... i 69
12.3.3  WIireleSs deVICES....coeuueiiii e 70
1234 CONIIONIET..c.cciiiieiiieieeeeeeeeeee e 72
12.3.5 INPUES/OULPULS ... 78
12.4 SBHINGS et 79
12.4.1 3] G- . [P UPRRT 79
12.4.2 NEIWOTK ... e e e e 85
12.4.3 Wired deVICES ... oo 89
12.4.4  WireleSs deVICES....ccuuuuiiii i 100
12.4.5 INPUES/OULPULS ... 106
12.5 EXPOrt data....coooeiee e 107
12.51 Y = T E= L =T o] o (= ST 107
12.5.2 Setup automatic repPorS......ccoovveiii i, 109
12.5.3  Creating rePOrtS ......ueiiiie et ee s 116
12.6 LU LYo = ToToto U o | S 121
12.6.1 User CoNfiguIation...........ccoiiiuiiiiiiiie e 121
12.6.2  LOQ Off toiiiiiiiieeeeeee 122
13 APPENAIX...nniiiiiiiiiier e e 123
13.1 Router configuration..............cuueiiiiioiiii e 123
13.11 POrt fFOrwarding ............uuuuuuuueuiiiiiiiiiiiiiiieeeiee e 123
13.2 Open Source SOftWare..........cooeeiiiiiiiiceee e 123
14 Technical data........coooomeiiii 125
15 Revision numbers..........oo i 126
16 L T = O 127
5/130

Siemens M-bus level converter and M-bus web server ABV11157985_en--_f

Smart Infrastructure

Cyber security disclaimer 2021-06-21



Cyber security disclaimer

Siemens products and solutions include security functions to ensure the secure
operation of building automation and control, fire safety, security management, and
physical security systems. The security functions on these products and solutions
are important components of a comprehensive security concept.

The drafting, implementation, and management of a comprehensive and up-to-date
security concepts, adapted to individual needs, is nevertheless unavoidable, and
may result in additional plant-specific preventive measures to ensure the secure
operation of your overall plant with regard to building automation and control, fire
protection, security management, and physical security. These measures may
include, but are not limited to, separating networks, physically protecting system
components, user training, multi-tiered defensive measures, etc.

For additional information on security as part of building technology and our
product offerings, please contact your Siemens sales representative or project
department. Strongly recommend to always comply with our security advisories on
the latest security threats, patches, and other related measures.

http://www.siemens.com/cert/de/cert-security-advisories.htm
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0 About this document

0.1 Revision history

Version Date Changes Section Pages
1.0 30-Jun-2017 | First edition
2.0 31-May-2018 | Integration Synco IC 1,4,5,8,11,12 9, 16, 27, 39,
48, 61
3.0 12-Oct-2018 | Added trend functions 1.3,4,5,8,12 12, 16, 27, 39,
61
4.0 28-Feb-2019 | Added M-Bus lines (M1M2, ABC) 3,4,5 11,12 13, 16, 27, 48,
Wired devices: Filter search 61
Report interval
Reset user account
Firmware-Update: Offline only
Device list: Edit xls/csv file
5.0 22.10.2019 Integration of RVD controller, large 12 61
level converter WTX631.. 1,3,4,5,6,9 9, 13, 16, 27,
Firmware Update online or offline 34, 45
Web server connection to the master
level converter via terminals A, B, C
6.0 21.06.2021 Configuration of scheduler program, 8 39
backup / restore function 12 61
WTYV remote access 4.4 24
WLAN connection 11.3 49
Option 'Mobile' 12 61
0.2 Reference documents
Ref. Document title Type of document Document no.
[1] M-bus configuration and readout software ACT531 User’s guide A6V10844345
[2] M-bus level converter WTV531.. Data Sheet A6Y10844290
[3] M-bus level converter WTV531.. Mounting instructions A6Y10844308
[4] M-bus Web Server Data sheet ABV11157961
[5] M-bus Web Server Mounting instructions A6V11157964
[6] RF converter Mounting instructions A6V 11135905
71 Synco IC: Cloud and remote access for OZW772 User’s guide A6V10500249
and OZW672, cloud access for WTV676
[8] District heating controller for 1 heating circuit and Installation guide G2383
DHW
[9] M-bus level converter WTX631.. Data sheet A6V11742346
[10] M-bus level converter WTX631.. Mounting instructions A6V11751461
[11] Desigo TM TX Open, TX M-Bus Engineering guide CM110572
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0.3 Before you start
0.3.1 Copyright

This document may be duplicated and distributed only with the express permission
of Siemens and may be passed on only to authorized persons or companies with
the required technical knowledge.

0.3.2 Quality assurance

These documents were prepared with great care.

« The contents of all documents are checked at regular intervals.

« All necessary corrections are included in subsequent versions.

« Documents are automatically amended as a consequence of modifications and
corrections to the products described.

Please make sure that you are aware of the latest document revision date.

If you find any lack of clarity while using this document, or if you have any criticisms

or suggestions, please contact your local POC at the nearest branch office.

Addresses for Siemens regional companies are available at www.siemens.com/sbt.

0.3.3 Document use/request to the reader

Before using our products, it is important that you read the documents supplied

with or ordered at the same time as the products (equipment, applications, tools

etc.) carefully and in full.

We assume that persons using our products and documents are authorized and

properly trained and have the requisite technical knowledge to use our products as

intended.

Additional information on products and applications is available:

« On the intranet (for Siemens employees only) at
https://workspace.sbt.siemens.com/content/00001123/default.aspx

« At your next Siemens branch office www.siemens.com/sbt or at your system
suppliers.

« By the support team at Headquarters fieldsupport-zug.ch.sbt@siemens.com if
local POCs are unknown.

Siemens assumes no liability to the extent allowed under the law for any losses
resulting from a failure to comply with the aforementioned points or for the
improper compliance of the same.

0.3.4 Acronyms

Dynamic DNS | Dynamic Domain Name System
LAN Local Area Network
M-bus Meter Bus
USB Universal Serial Bus
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1 Overview

1.1 Device functions
111 Level converter WTV531..

The level converter WTV531-GA5060 is a communications interface for reading up
to 60 M-bus devices (simple M-bus loads).

The data is read out:
e Locally using the ACT531 PC software via USB
e Locally using the ACT531 PC software via the RS-232 interface
¢ Via the M-bus web server WTV534.., WTV676..
¢ Via Desigo CC

Up to six level converters can be connected in parallel to a M-bus web server
WTV676.. (Master) on a M-bus network.
Up to 60 M-bus devices can be connected to each level converter WTV531...

The level converters can be used:
e As individual components on a M-bus network.
o To extend a M-bus network by up to six level converters connected in
parallel.

You can use the level converter at your own risk as an interface as well to suitable
software and devices by third-party manufacturers.

The level converter is protected against short circuits.

1.1.2 Level converter WTX631..

The level converter/repeater WTX631-GA0090 is the interface between
M-bus devices and a readout system. It consists of a level converter/repeater and
power supply.
Level converter WTX631.. can be connected and used as follows:
e As aslave to line M1M2 on the M-bus web server WTV676.. to read out
the device data via the M-bus web server (repeater).
e For reading out device data via the M-bus web server (level converter)
over the RS-232 interface
e Viathe RS-232 or RS-485 interface to read out the device data via a PXC
device or PC (level converter)
e As master on an M-bus network with up to 250 M-bus devices
e As power supply for the M-bus web server.

You can also use the level converter as an interface to suitable third-party software
and devices (at your own risk).

The level converter is galvanically isolated and protected against short circuiting.
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1.1.3 Web server WTV676..

The web server reads M-bus devices connected directly to the web server as well
as M-bus devices connected to the web server via level converters and wireless
devices connected to the web server via an RF converter.

It can be used:

« Alone with up to 20 directly connected, wired M-bus devices

« As a master on an M-bus network with up to six connected level converters and
a total of 60 logical M-bus devices per line. Up to 250 M-bus devices (max.
250 M-bus meters, max. 250 RVD controllers) can be connected per line.

« As master on a wireless M-bus RF network with up to 23 RF converters, each
with up to 500 wireless devices per RF converter.

Web server has a remote readout service (WTV Remote Access) to simplify
remote access.

114 RF converter WTX660-E05060

The RF converter can read out up to 500 devices.
It is used to extend the M-bus radio network. A maximum of 23 RF converters can
be used within a single radio network.
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1.2 M-bus properties
1.21 Wired M-bus

The M-bus system (Meter Bus) is a communications protocol per EN13757-2.

It has the following benefits:

« Highly secure data transmission

o Low wiring costs

« Can be greatly expanded without additional amplifiers

« High number of connectable devices

» Recognizes both battery-powered as well as mains powered devices
« Automated device recognition

« A very large number of systems and devices available

« Various bus topologies can be used (line, bus, star, or tree topology)

1.2.2 Wireless M-bus

The wireless M-bus system communicates using the communications protocol per
EN13757-4.

The system also has the following benefits:

« Various network topologies available for radio read out

« The system can be extended over a large area using additional RF converters
« Optimum connection by the RF converter to the web server (mesh network)
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1.3 SyncolC

Synco IC integrates the M-bus web server WTV676-HB6035 easily and securely to
the cloud. This permits the upload of billing data and alarm messages, Trend data
to the cloud per customized settings and sends the information to the
corresponding customers via email. The meter information can be saved on the
cloud together with additional plant data. Multiple web servers can also be
managed on a joint Synco IC account.

1.3.1 Functions

Synco IC has the following functions:
e Simple and secure integration of the M-bus web server
e Centralized overview of meter information
e Transmission of billing data and alarm messages to the customer
e Transmission of trend data to the customer
e Configurable email notifications when transmitting data to
the cloud
e Secure communications thanks to encryption (HTTPS).

1.3.2 System requirements

Web server WTV676-HB6035 is required to access the Synco IC cloud (as of
firmware version WTV676_WI-2. 23_FW-2.4-16-2.3.bin).

Note The firmware must be updated to firmware version WTV676_WI-2.23 FW-2.4-16-
2.3.bin for an older web server WTV676-HB6035 version.
After the web server WTV676-HB6035 is integrated in the Synco IC cloud, billing
data, trend data, and alarm messages can be uploaded per settings and sent to
the various recipients. Multiple M-bus web servers as well as OZW web servers
can be managed on a common Synco IC account.
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2 Mounting

The level converter and web server are designed for mounting on 35 mm rails.
They take up the equivalent of four standard modules on the rails.

Additional information on mounting is available in the mounting instructions for the
level converter [3] and the web server [5].

Mounting Removal
= =y =
. TP i @
[ SIEMENS (Tm———ee SIEMENS
M‘ .

3 Connections
3.1 Level converter WTV531..

The level converter WTV531.. has the following connection terminals / LEDs.

A Power supply AC/DC 24V
Terminals (8) and (9)

20 Q00

B Connections for M-bus devices
m (3) @ ) and.
M-Bus A B C Connections for following slave level
SLAVE converters, if this one is used as the
master.
Terminals (6) and (7)
Sl EM ENS WTV531-GAS060 C Connections to connect to a M-bus web
server
and/ or

Connections to connect the prior level
converter, if this level converter is used
as a slave.

Terminals (1) and (2)
D RS-232 interface to connect a PC or M-

&

OOOOO@

bus master
1 A=TX
B =RX
Mbus MASTER PWR C=GND
Frrrrrri 24vacrde Terminals (3), (4), and (5)
((:) (.6) (;3) (f:) (7.) (;) (;) (;) (E.%) (‘.)) E PC connection

‘@@@@@@@@ Q0 Mini-USB type B
B F LEDs

For the meaning of LED indicators, see section Display elements
page 34.
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3.2

Level converter WTX631..

Level converter WTX631.. has the following connection terminals:

()

(D)

(1)

| A
@@ @@
1 @ 5 B @4 @ @ 6
L] L] L] L] L] L] L] L]
DEF A B C
RS-485 RS-232
SIEMENS UEVEL GONVERTER
© Run
O TXM-Bus
@ © RXM-Bus
© Short Circuit
© Overload
© Power
M-Bus MASTER Vin
LC
HEEREEE Va Ve
e o o o o o o o . .
® ® 6 1 @) 7O 7 O ®) (9
@R0R222 @

& ©

Mains power AC 230 V

Output for power supply level
converter WTX631..

(DC 24 V)

Connection to the power supply with
the level converter/repeater

Serial interface RS-232 and RS-485
to connect to a PC or M-bus master

RS-232 RS-485
A=TX D = REF
B =RX E =D-
C=GND F =D+

Connections for M-bus devices and
repeater

()

OF

I
M @ @) (5
L] L] L] L]
Power I_I
230Vac ,_L
SIEMIENS POWER SUPPLY
Vout Vout
Lc 24Vdc
VA VB V+ V-
o o o« o
3) @) (5) (6)

] &)

F

Connection to the M-bus web
server WTV676.. or to the
previous master level
converter, if this level
converter is used as a
repeater.

Ground
State LEDs
Button for firmware update
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3.3 Web server

The web server has the following connection terminals / LEDs.

O A Ethernet connection
D B USB connection (no function)
@ @ @ @ @ @ Cc Antenna connection
( USB e D Terminals A, B, C: Connections for
-_— . e e M1 M2 following level converters.
ETH (((]))) A B C M-Bus Terminals M1 and M2: Connections for
MASTER M-bus devices and follow-on level
converters
- E Terminals (16) and (17):
SIEMENS WTVE76-HBG0I5 Power supply AC/DC 24 V
o F Terminals (12) and (13):
@ Relay connections for digital output 1,
@ ® max. AC/DC 30 V
G Terminals (14) and (15):
@ Relay connections for digital output 2,
max. AC/DC 30 V
@ H Terminals (9), (10) and (11):
Connections for digital inputs.
Terminal (8): reference for digital inputs.
DIGITALIN  DIGITALOUT PWR Terminals (6) and (7) are not used.
—— 6 24Vacide Do not apply electricity to these
Bl B2 C 11 12 I3 C O1 C 02 » = terminals.

3.4 RF converter

The RF converter is wall mounted.
Additional information on mounting the RF converter is available in document
A6V11135905. See "Reference documents”, page 7.

1 1

Max. 2 x 1,5 mm?

@6 mm
Rear side Front side

1. Hole for top attaching screw

2. Hole for bottom attaching screw

3. Cable entry
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4 Engineering
41 Topology
41.1 Wired M-bus devices

The M-bus permits various network topologies. The devices can be connected to

the level converter or the web server in a line, bus, star, or tree topology, or a
combination thereof.

Ring topology is not permitted.

Bus cable polarity is not relevant, simplifying installation.

Line topology Bus topology

Star topology

F 3=

Combination of topologies

sre
2
O
v
o e
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Ring topology

e |

o
u,.lr {nm

41.2 Wireless devices

The web server permits read out using various network topologies. The RF
converters are self-organizing and search for the optimum connection to the web
server.

4 ' N
R M R R
))) =5m . =5m =5m =5m
\*:5\
| B
. °e |
(06‘ )
— 7 >
) G N M
=5m =5 m
o \ J
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4.2 Operation modes
421 Level converter WTV531.. with ACT531 software

The level converter is used as the communication interface between M-bus
devices and a laptop using the ACT531 software. The ACT531 software can read
up to max. of 1,000 devices.

Up to 60 devices (60 unit M-bus loads) can be connected.

The data is read locally using a USB connection or via the RS-232 interface.

®

s

= 2

e

A Level converter as master
B Laptop with ACT531 software

_®

A Level converter as master
B Laptop with ACT531 software

4.2.2 Level converter with Desigo CC

The TX Open module integrates M-bus devices in the Desigo CC management
platform via the RS-232 interface.

Additional information on the Desigo CC management platform is available in the
engineering guide “Desigo TM TX Open, TX M-Bus”, document CM110572. See
section 'Referenced documents'.

187130

Siemens M-bus level converter and M-bus web server ABV11157985_en--_f
Smart Infrastructure Engineering 2021-06-21



Desigo CC

o
—
(W — ) _|=l|_\_L_mL B é
q | [ (- -
i e o B [1 i L ‘-kr
Q |'|f"||'|\ 4 : ‘.rr

PXC22.1-E.D TXI2.0PEN @-@» """""

4.2.3 Level converter to extend a M-bus network

The level converter is used to extend the M-bus system by 60 (WTV531..) or 250
(WTX631..) (60 or 250 simple M-bus loads).

The master level converter (A) is connected to a M-bus web server WTV676.. via
the RS-232 interface (terminals A, B, C).

The following slave level converters (B) can be connected via the M-bus slave
connection.

A maximum of six level converters can be combined to form a network. A maximum
of 360 unit M-bus loads or 1,000 logical M-bus devices can be read via the master
level converter.

\ ® !.

I
_— W

= l.-.

= Sl , — a T 1 y
RRp i = iE | = i =
oo & : o8 : iy o8 : Ny o8

R e 5 T "2 il lz ‘59

//l—k I

1 ‘3 <60 ] =60
rB S8 >R B >0
i S ¢ A i = x o RS

A Level converter as master
B Level converter as slave
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Note The level converter is connected as a slave (B) to the web server (A) (terminals
M1M2 of the web server) if the firmware version of the web server WTV676.. is less
than SIE.WTV676_WI-2.29_FW-3.0-17-2.6.
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Note Connect M-bus meters and RVD controllers to different lines, especially if the

meters have batteries.
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Important
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/\ PC must be connected to the master level converter WTV531.. (A) to readout data

and other PCs cannot be connected simultaneously connected to slave level
converters (B).

424 \Web server

The web server is used to read up to 20 directly connected devices (20 unit M-bus
loads).

A PC / Internet browser reads the data either locally over Ethernet or from
anywhere over the Internet.
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4.2.5 Web server with level converters

The web server is equipped with additional level converters over two lines to
extend the system by up to 500 logical M-bus devices (max. 250 per line).

The web server is operated as the master. Up to 20 M-bus devices (20 unit M-bus
loads) can be directly connected (Line M1M2).

The level converters are connected as slaves to the web server. Up to 60 M-bus
devices can be connected to the level converter WTV531.. and up to 250 M-bus
devices can be connected to the level converter WTX631.. (60 or 250 simple M-
bus loads.
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A maximum of six level converters (WTV531.., WTX631..) can be connected to
each line with a maximum of 250 M-bus devices per line.

Moreover, up to 20 M-bus devices can be connected directly to terminals M1 and
M2. Additional information on the M-bus web server terminals is available in
section 'Connect web server and level converter, pg. 27.
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3 -_r 1?
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A Web server as master
B Level converter as slave

4.2.6 Web server with RF converters

The web server can be equipped with additional RF converters to extend the
system up to 2,500 wireless devices. Communication between the web server and
RF converters takes place over a mesh RF protocol (backbone network).

A minimum of one M-bus web server and one RF converter is required to read out
wireless devices. The backbone RF network can consist of a maximum of 23 RF
converters. Communication between the RF converters and wireless devices
takes place over the wireless M-bus protocol. The RF converter saves the
consumption data from the devices in its environment, while forwarding the data to
other RF converters, up to the web server (the other RF converters act as
repeaters in this case).
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4.2.7 Combined plants

One web server can simultaneously read out up to 500 wired M-bus devices (250
per line) and up to 2,500 wireless devices.

Note Different level converters (WTV531.., WTX631..) are permitted on the same plant
and same line.
1
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A Web server as master
B Level converter WTV531.. as slave
C M-bus-RF converter as participant
@M@) ¥ €)° @y
A Web server as master
B Level converter WTX631.. as slave
C M-bus-RF converter as participant
D Level converter (repeater) WTX631.. as slave
1 Parallel connection
2 Serial connection
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4.2.8 Synco IC topology

After integrating the web server WTV676-HB6035 in the Synco IC cloud, billing
data, trend data, and alarm messages can be uploaded and sent to various
recipients. Multiple M-bus web servers as well as OZW web servers can be
managed on one joint Synco IC account.

. 500+ . 4500~

Android /i0S / PC

Windows m
ozw
KNX TP1

EE
E2E

4.3 Readout of data

4.3.1 Readout of data via PC / Internet browser

A PClInternet browser reads the data on all operation modes either locally over
Ethernet or from anywhere over the Internet using a PC/Internet browser.

4.3.2 Mobile data readout over WLAN

To simplify on-site readout, the web server can also be readout using a mobile
phone or tablet via WLAN and the readout data can be downloaded to the mobile
device.

Additional information on enabling the WLAN connection on web server is available
in section "WLAN connection', page 59.

Additional information on mobile data readout is available in section "Mobile'
option', page 63.
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4.4 Power supply
4.41 Level converter WTV531.., WTX631..

Please note when designing the power supply for the level converter, that M-bus
devices require additional current of up to 20 mA when communicating.

For M-bus address conflicts during commissioning, multiple M-bus devices can
draw power at the same time and it adds up.

The level converter limits power on the M-bus to a maximum of 200 mA.

Select an AC/DC 24 V power supply with at least 12 W and voltage tolerances as
described in the technical data.

The level converter WTX631.. can also be used as the power supply for the M-bus
web servers WTV676.. .

442 Web server

Select an AC/DC 24 V power supply with at least 14.5/ 15 VA and voltage
tolerances as described in the technical data.

Note DC 24 V can be tapped from the power supply WTX631.. The web server can be
powered with this voltage without the need for a separate transformer.
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443 RF converter

Select a power supply AC 100...240 V as described in the technical data.

4431 Locating RF converters

The RF converter receives data from one or more wireless devices within a radio
system per EN13757-4. The RF converter forwards the received data to the web
server.

You can power the RF converter over a USB connection using an external battery
(>= 5000mAh; @5V; >= 1.5A) to help in the search for the optimum location. The
RF converter remains mobile during the scan and can be moved to the location
with the best signal reception.

A flashing blue LED indicates that the location is unfavorable and there is no
connection to the web server.

Once a favorable location has been found and a connection set up from the device
to the web server via the RF converter, the blue LED stops flashing and the search
for wireless devices begins.

Note The green LEDs only light up once a connection to the web server has been
established. The number of green LEDs that are illuminated indicates the signal
strength. When all four LEDs light up, you have a strong signal. The blue LED
remains permanently illuminated.

The minimum distance between RF converters is 5 m. The RF converter must be
at least 20 cm from the ceiling and the wall where it is mounted.
4.5 M-bus
451 M-bus addressing
M-bus uses two addressing types to recognize and communicate with wired M-bus
devices:
« Primary addressing:
Up to 250 primary addresses can be assigned per line to an M-bus system. The
primary address is normally assigned during M-bus device commissioning.
« Secondary addressing:
Secondary addressing consists of 8 digits and permits the assignment of any
number. In the default setting, the secondary address for a M-bus device
matches the serial number issued by the device manufacturer. The assignment
prevents address conflicts on the M-bus and permits addressing of more than
500 M-bus devices on a system.
4.5.2 Sizing the wired M-bus system
Allowable cable types:
« Shielded telephone cable 0.5 mm? (4 x 0.8 mm)
« NYM cable (1.5 mm?)
« Maximum capacitive cable load of 152 nF/km
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Bus expansion

Signal specification
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If using cable with a cross-section of 0.6 mm?, you must cut the information in half
on "Maximum distance" and "Number of devices" from the following table.

Plant type Maximum | Total cable |Cable Number | Max.
distance |length diameter of transmission
devices |rate
(slaves)

Small 350 m 1000 m 0.8 mm? 500 (250 |9600 baud

residential per line)

buildings

Large 350 m 4000 m 0.8 mm? 500 (250 |2400 baud

residential per line)

buildings 64 9600 baud

Small 1000 m |4000 m 0.8 mm? 64 2400 baud

developments

Large 3000 m* {5000 m 1.5 mm? 64 2400 baud

developments

Direct vicinity {5000 m* | 7000 m 1.5 mm? 16 300 baud

Point-to-point {10000 m* {10000 m 1.5 mm? 1 300 baud

connection

*Shielded cabling required at a distance in excess of 1000 m

(see EN13757-2 appendix E).

M-bus Condition Minimum | Typical | Maximum | Unit of

measure

Number of unit M- | WTV531-GA5060 0 60

bus loads WTV676-HB6035 0 20
WTX631-GA0090 0 250

Transfer rate Cesegment <= 382 nF 300 2400 9600 |Baud

Bus voltage WTV531-GA5060 30 39 40 V
WTV676-HB6035 24 40 42 \Y;

Bus current WTV531-GA5060 0 90 mA
WTV676-HB6035 0 30 mA
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Prerequisite

5 Installation

Connections between devices are based on the selected operating mode as
illustrated in the sections below.

Important Do not connect power to the devices prior to installation!
5.1 Connecting multiple level converters
(WTV531.., WTX631..)
To extend the M-bus, connect terminals (6) and (7) on the existing level converter
(master) to terminals (1) and (2) on the additional level converter (slave).
Additional level converters are connected via slave terminals (1) and (2) with the
same terminals on the previous level converter.
HON ‘ - —
| voooannn ___ ’ @ 22 _ @ @22
coodecod g @ ] [E @
1 Level converter as master
2 Level converter as slave for additional M-bus devices
3 Level converter as slave for additional M-bus devices
5.2 Connect web server and level converter
Terminals (1) and (2) on the level converter are connected to line M1M2 on the M-
bus web server. In addition, a maximum of 20 M-bus devices can be connected
directly to terminals M1 and M2.
To connect the level converter to the M-bus web server online ABC, terminals A (3),
B (4), and C (5) on the level converter are connected to terminals A (1), B (2), C (3)
on the M-bus web server. M-bus devices cannot be connected directly to terminals
A, B, C.
[l [oeeed @ e0d  |od 000
1 Web server as master for 20 devices
2 Level converter as slave for additional M-bus devices
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5.3 Connect web server and RF converter

Install the supplied antenna to access the RF converter. The antenna can be
connected either directly or using a cable (recommended). Additional information
on installing the antenna is available in document A6V11157964. See Section
"Reference documents”, page 7.

D)
jfw :
2|
L

|
|

54 Connect level converter to a PC
541 Level converter WTV531..

To connect the level converter to the ACT531 M-bus configuration and readout

software, plug in a mini USB type B connector to the level converter and the USB
connector to a PC with the installed ACT531 software. For additional information,
see the ACT531 software documentation, section Reference documents, page 7

o
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5.4.2 Level converter WTX631..

The level converter can be connected to a PC as master via interface RS-232 or
RS-485 to read out device data.

A Level converter (interface RS232 or RS485)
B PC or M-bus device

The TX Open module integrates M-bus devices via RS-232 or RS-485 interface to
in the Desigo CC management platform.

Addtional information on the Desigo CC management platform is available in the
Engineering guide 'Desigo TM TX Open, TX M-bus', document CM110572. See
section 'Referenced documents’, page 7.

Note Level converter WTX631.. cannot be read out the device data with the ACT531
software.

5.5 Connect web server to PC

A network cable is used to connect the web server and PC/LAN. See Section
“Connect web server to PC or LAN”, page 39

297130

Siemens M-bus level converter and M-bus web server ABV11157985_en--_f
Smart Infrastructure 2021-06-21




5.6 Connect RF converter to PC

The mini USB type B connection on the RF converter connects to the USB
interface on the PC with the installed ACT531 software. The RF converter is
configured with the ACT531 M-bus configuration and readout software, version =
2.0. Additional information on the M-bus configuration and readout software is
available in document A6V10844345, section Reference documents, page 7.
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5.7 Connect M-bus devices to level converter

Up to 60 M-bus devices can be connected using terminals (6) and (7) on the level
converter WTV531.., and up to 250 M-bus devices can be connected on the level
converter WTX631...

nmon (e

éééaéééq @@

! M-Bus

5.8 Connect M-bus devices to web server

Up to 20 devices can be connected directly to the web server. They are connected
to terminals M1 (4) and M2 (5).

M-Bus
I_l wlnlre .‘-a.“-:
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5.9 Connect wireless M-bus devices to the RF
converter

All RF converters must be part of the same radio network (mesh network). Do not
place the devices too far from one another on the same floor and avoid any larger
barriers such as cement walls or metal construction. The distance between

individual devices on different floors cannot exceed more than just a few devices.

5.10 Digital inputs on web server

Web server provides 3 digital inputs 11, 12, and I3 to connect potential-free contacts
(e.g. switches, relays). The contacts are connected as follows:

DIGITAL IN

trt

B1B2 C 11 12 13
(6) (7) (8) (9) (10) (11)

QROVD
I [l

e InputI1:

Connect the external contact with terminals C (8) and 11 (9).
e InputI2:

Connect the external contact with terminals C (8) and 12 (10).
e Input I13:

Connect the external contact with terminals C (8) and I3 (11).
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5.11 Digital outputs on web server

The web server has two relays that can be used as digital outputs. They can
connect a load or be used as contacts to activate other systems. Terminals O1 (13)
and O2 (15) can be controlled locally on the web server or remotely via the
Internet.

Connect as follows to control, for example, a load:

DIGITALOUT
cC 01 C 02
(12) (13) (14) (15)

\ @@ |

—

The load at the relay contacts may not exceed the following values:

« 5A@ AC/DC 30V (resistive load)
« 2A @ AC/DC 30V (inductive load cosg = 0.4)

5.12 Web server access to Synco IC

Web server WTV676-HB6035 is required to access the M-bus web server (as of
firmware version WTV676_WI-2.19_FW-2.4-16-2.3.bin). Connect the M-bus
devices directly to the M-bus web server.

The following settings are required to transmit reports (billing files, trend files, and
alarm messages) automatically to the cloud:
e Set up the automatic transmission of reports to the cloud on the web server
e Register the web server on the Synco IC portal using the activation key
e On the Synco IC portal, check the email notifications to send when a new
report is loaded to the cloud

The following describes the individual steps.

5.12.1 Setup Synco IC reports

No reports are initially sent to the Synco IC cloud.

You must enable automatic report transmission to the cloud to automatically load
reports to the cloud and distribute to recipients.

You can enter the settings either on the web server browser or locally on the
display.

Browser view
In menu Export data > Automatic reporting, under Synco IC reports, select "Enable
Synco IC reporting". See Section "Setup automatic reports”, pg. 109.
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Local display:
You can enable or disable automatic report transmission to the cloud in the
"Settings" menu. See Section "Operating", pg. 49.

5.12.2 Enable web server in Synco IC

Change to the Synco IC portal to register the web server.
The Synco IC portal is located at: https://www.siemens-syncoic.com/.

Enter your email address and web server activation key on the Synco IC portal to
register.

You can view the activation key either on the web server browser or locally on the
display.

Browser view
The activation key is available in the menu "Export data" > "Automatic reports"
under "Setup Synco IC reports". See Section "Setup automatic reports”, pg. 109.

Local display:
The activation key is available on the local display of the web server in the menu
"Info" > "Activation key". See Section "Operating", pg. 49.

Detailed information on integrating the web server via the Synco IC portal is
available in Section Web server integration in Synco IC, pg. 44.

5.12.3 Configure email notification in the Synco IC portal

Only the latest reports (billing files, trend files, and alarm messages) are saved in
Synco IC. The existing report in Synco IC is overwritten each time a new report is
uploaded and is no longer available in the cloud.

The reports are uploaded to Synco IC per the customized settings (see Section
"Setup automatic reports”, pg. 109). An email notification is sent to predefined
recipients as soon as a new report is uploaded to the cloud.

You can configure the recipients of an email notification in the Synco IC portal as
well as whether to attach the reports to the email (or not).

Note The settings for the alarms in the web server menu "Settings > System have no
influence on the Synco IC alarm notifications.
Additional information on setting up alarm notifications is available in the Synco IC
user guide, document A6V10500249. See Section "Reference documents”, pg. 7.
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6 Level converter commissioning

Prerequisites Ensure the following prior to commissioning the level converter:

« The electrical connection must be fused (non-renewable fuse or circuit breaker)
« The power supply must be at the device's rated voltage.
« The power supply must be sufficient to operate the device.

Note level converter Commissioning commences once power is connected to the level converter.
WTVS31.. Additional settings are also available if using the ACT531 software.

Operation and any errors are indicated with LEDs on the front side.

6.1 Display elements
6.1.1 Level converter WTV531..

The level converter has six LEDs on the front side for indicating
the operating state.

O O O 0O O

O

USB Activity The LED indicates the USB interface connection state.

« Flashes 2 x = The device is ready to connect to a PC using a mini USB-B
cable.
« Flashes 5 x = The device is connected to and correctly recognized by the PC.

TXD The LED indicates the transmission state on the M-bus master
(terminals 6 and 7).

« On - Data transmitting.
« Off > No data transmission.

RXD The LED indicates the receive state on the M-bus master (terminals 6 and 7).

« On - Data is being received.
« Off > No data is being received.

M-bus Error The LED indicates the state of the M-bus power supply.

« On - Bus overload (short circuit or too many devices on the bus).
« Off > No faults recognized.

M-bus Ready The LED indicates that bus power is correct and there are no anomalies.

« On - M-bus power is sufficient for trouble-free operation.
« Off > M-bus power is insufficient for trouble-free operation.

Power The LED indicates the state of the level converter power supply.

o On - The device power supply is correct.
« Off - Device power is not correct or unavailable.
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6.1.2 Level converter WTX631..

O Run The level converter has six LEDs on the front side for indicating
the operating state.

O TX M-Bus

O RX M-Bus

O Short Circuit

O Overload
O Power

Run The (green) LED indicates the operational state of the device.

o Flashes at 1 Hz (slowly) = The device functions are set up. No

communication.

e Flashes at 10 Hz (fast) > Device update pending.

e On - The device is operational.
TX M-bus The (green) LED indicates the state of data transmission on the M-bus network

(terminals 9 and 10).

e On - Data is transmitting.

e Off > No data is transmitting.
RX M-bus The (orange) LED indicates the state of the data reception on the M-bus network

(terminals 6 and 7).

e On > Data is being received.

o Off > No data is being received.
Short circuit The (red) LED indicates a short circuit on the bus, very high traffic or collision rate
Overload The (orange) LED indicates bus load that may prevent correct operation.

e On - Bus overload that may prevent correct operation.

e Off > No bus overload recognized.
Power The (green) LED indicates the state of power supply on the level converter.

e On > The device power supply is available.

e Off & The device power supply is not correct or unavailable.
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6.2 Troubleshooting the level converter

The device does not switch on. The Power LED is off.

« Using a multimeter, check whether the required operating voltage of 24 V AC or
DC is available at terminals (8) and (9).

The M-bus Error LED is on

« Check M-bus wiring. There is a bus overload due to a short circuit between the
bus cables or too many M-bus devices are connected.

The M-Bus Ready LED is switched off.

« Using a multimeter, whether M-bus power is available between terminals (6) and
(7) between DC 24 V and 42 V.
« Check the M-bus for short circuits if voltage is below that level.

The M-bus web server connected to the level converter does not recognize a
device (or not all devices).

« Make sure the wiring is correct between the M-bus web server and Terminal D
of the level converter.

« Make sure that the level converter connected via USB to the PC is not using the
bus.

« Using a multimeter, check whether the M-bus voltage on the unrecognized
devices is between 24 V and 42 V DC.

« Ensure that the communication settings on the M-bus web server or the software
are compatible with the devices (transmission rate, addressing)

Connected devices do not communicate when the level converter is used as a
repeater.

o Check whether M-bus is connected with terminal C on the level converter.
« Make sure that there is no USB cable connected to the level converter.
« Check operating and bus voltage and that the M-bus Error LED is off.

6.3 Level converter firmware WTV531..

You can use the ACT531 software to read the current firmware version on the level
converter and update as needed.

For additional information, see the ACT531 documentation.
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7 Commission RF converters

« Determine the best location for the RF converter. The RF converter can be
powered by an external battery (using its USB connection) to search for the
optimum location. Additional information is available in Section "Locating RF
converters", page 25.

« Ensure that all RF converters belong to the same radio network.

« Ensure that all RF converters have the same Mesh ID and same channel ID
within a radio network. You do not need to change the Mesh ID if the blue LED
flashes for more than five minutes. You must change the Mesh ID if the blue
LED is on continuously after just a few minutes. The RF converter is configured
with the ACT531 M-bus configuration and readout software, version = 2.0, or
locally using the S1 and S2 buttons. Additional information on the M-bus
configuration and readout software is available in document A6V10844345. See
section "Reference documents”, page 7.

o The M-bus operation mode (C+T/S-Mode) must be the same for both the RF
converter and the meters on the radio network. Mount the RF converter on the
wall. Additional information on mounting is available in document A6V11135905.
See Section Reference documents, page 7.

7.1  Data security and encryption

The radio network system supports devices with AES128 encryption

7.2 Troubleshooting the RF converter

The RF converter does not switch on.
e Ensure that the required operating voltage (AC 100...240 V) is connected.
e Check the quality of the USB cable if using the USB connection or whether
the PC is able to supply a current of 500 mA.

The blue LED flashes.

e Ensure that the web server is switched on and the antenna is connected
and oriented to receive radio signals.

e Ensure that the distance between the web server and the RF converters is
at least 5 meters. The minimum distance between individual RF converters
is also 5 meters.

e Use the ACT531 software to ensure that the mesh network ID and the
channel ID are correct and match the mesh network ID and channel ID of
the web server. Further information about changing the mesh ID and
channel ID is available in document A6V 10844345. See section
"Reference documents”, page 7.
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Does not recognize all meters.

e Ensure that the unrecognized devices are not located too far from the RF
converter and that the radio signal is not too weakened by cement or metal
walls.

o Ensure that the unrecognized devices are loaded to the web server list and
that contact to the wireless M-bus devices, recognized by the web server,
is not interrupted.

e Please note that some wireless M-bus devices only transmit their data at
intervals of multiple hours.

e Use the web interface or the ACT531 software to ensure that the mesh network
is operational.

The blue LED doesn'’t stop flashing (flashing frequency > 1x per second).

e [f the LED flashes 1x, this indicates a RAM error.

e |f the LED flashes 2x, this indicates an M-bus RF module error.

e |f the LED flashes 3x, this indicates an error in the RF module of the mesh
network.

o If the LED flashes 4x, this indicates a flash memory error.

e |If the LED flashes 5kx, this indicates a realtime clock error.
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Prerequisites

8 Web server commissioning

Ensure the following prior to commissioning the web server:

« The electrical connection must be fused (fuse or circuit breaker)

« The power supply must be at the device's rated voltage.

« The power supply must be sufficient to operate the device.

« The router (if available) must be configured as per the description.

« The network plug must be wired correctly to exchange data and connected to
the ETH connection on the web server

« In the event a level converter is connected to the web server, connect it as a
slave on the web server's master output.

8.1 Connect web server to PC or LAN

Web server has an Ethernet connection to directly connect to a local PC or
connection to a PC over LAN.

IP: 192.168.1.1 IP: 192.168.1.xxx

IP: 192.168.1.110

Default settings for connecting to the web server:
IP address: 192.168.1.110

Network mask: 255.255.255.0
IP address assignment: Static

Proceed as follows to connect a PC to web server:

« Use an Ethernet cable per standard T568A or T568B (1:1 or crossover) to
connect web server with a PC (directly) or LAN. If using the LAN, also connect
the PC to the LAN.

« Check whether an IP address is displayed on web server in menu System info,
under LAN Status.

] WTVE7E -HBEE35
System info —LAN status

@ 197.168.1.152 H
@ :> —Internet status
31.185.23 20

1®

14.06/2017 07:40:08 |
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Connection over LAN

Direct PC connection

IP address ranges

Access to web server

WTYV remote access

Note

Direct access to web
server

Access via Synco IC
(available soon)
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Use a DHCP server for dynamic IP address or a fixed IP address if the PC and
web server are integrated on an existing LAN. Contact your network administrator
about the fixed or dynamic IP address to be used. You can change the LAN
settings via the local operation of the web server. Details see section 10.

Configure the IP address on the PC network settings or web server so that the PC
and web server are on the same network. In the example above, the PC must have
a static IP address 192.168.1.xxx (with xxx of 1 and 254, but NOT 110) and the
network mask must be set to 255.255.255.0.

The following IP addresses are reserved for private networks:

o Class A: 10.0.0.0-10.255.255.255.
o Class B: 172.16.0.0-172.31.255.255.
« Class C: 192.168.0.0—192.168.255.255 (typical for home networks).

To access web server, enter the web server IP address (e.g. https://192.168.1.110)
in the browser (Chrome, Safari, Firefox).

For additional information on web server settings and operation over the browser,
see section 12.

Additional information on router configuration is available in the Appendix, page
123.

8.2 WTV remote access

Web server WTV676.. includes a remote access service to simplify remote access.

Only one Internet access is required to connect to the web server via Ethernet

cable to easily operate the web server remotely.

The URL for remote access consists of

« The WTV remote access service (Siemens URL):
www.wtv676.siemens-info.com

« The serial number of the web server: evxxxxxx

Example: www.wtv676.siemens-info.com/ev0000001

The following settings must be modified:
o Network settings
e Email configuration (optional)
e Dynamic DNS (optional)

Additional information on network settings, email configuration, and dynamic DNS
is available in section 'Network', page 85.

WTYV remote access is possible as of web service FW version F. All web
servers WTV676.. can be updated with FW version F.

Enter the URL for the WTV remote access to connect the desktop to web server
(home page). Log on the home page of the web server with your username and
password.

You can access the home page of the web server directly via menu "Web access' if
web server is already connected to Synco IC. Log on the home page of the web
server with your username and password.
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Check M-bus

First time log in

Notes

Access code

Change access code

Start meter search

8.3 M-bus commissioning on web server

After installation and after all connections are established, the M-bus is
commissioned as per the following steps:

On the level converter, check that the M-bus Ready LED is on and the M-Bus
Error LED is off.

You must set the web server language the first time web server is activated. The
following languages are currently available:

o German
« English
« ltalian
« French
e Dutch

Sys |LAM RF Met
Select language

Bl English -

Feset code

| Reset |

The language selected during the initial login applies to both the display as well as
the software user interface to web server. You can change the language after initial
login for the display and web server independently.

The display language can be changed anytime on the display.

See section “Select default operating language (Display)”, page 48.

You can change the language for the web server at any time in the software user
interface.
See Section 'Select the web server language (software interface)', page 65.

Define an 8-digit access code. Use the “ and © navigation buttons to set a
number from 0...9. Press OK to go to the next digit.
You must reenter the 8-digit access code to confirm it.

Create code (1/2) Create code (2/2)

Confirm access

Create access code : code

The access code can be changed at any time to protect against unauthorized
access.
See section "Change access code", page 49.

In the Meter search main menu, start the search for connected M-bus devices.

Detailed information on the meter search workflow is available in section "Meter
search", page 97.
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Continue settings on
web server

Enter meter name

Enter plant data

Email settings
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At the conclusion of the meter search, we recommend accessing the web server
via the Internet browser to conclude the configuration. You can enter plant data and
other settings via the Internet browser.

For access to web server, see section “Connect web server to PC or LAN®, page
39.

Assign each device a unique name, e.g. "Apartment 1, "Warehouse", "Hot water" to
simplify evaluation of reports with consumption data or device information.
See section Settings / Wired devices / Device settings, page 89.

Plant data includes information on user, address, etc. The data is displayed in the
report header and permits clear assignment of the measured data to a plant.
See section Settings / System / Plant data, page 79.

Web server can email you reports, events, messages, anomalies, and errors.
See section Export data / Automatic reports / Email address settings, page 85.
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Enter device names to
the wireless devices

8.4 Commission RF converters on web server

Assign each device a clear and unique name to each meter, for example,
"Apartment 1", "Basement”, "Hot water" to simplify the evaluation of reports on
consumption data or device information on the web server.

See Section Settings / Wireless devices / Device settings. Page 100.

8.5 Web server troubleshooting

The device does not switch on. The green LED is off.

« Using a multimeter, check whether the required operating voltage AC/DC 24 V
+/- 10 % is available between terminals (15) and (16).

The display is switched off.

« The display switches off automatically after 10 minutes. Press any button to
switch on the display.

The web server does not recognize any devices.

« Check to ensure the wiring is correct between the web server and connected M-
bus devices.

« Check to ensure the wiring is correct between the web server and the level
converters.

« Check M-bus wiring for short circuits.

The web server does not recognize all M-bus devices.

« Check to ensure the wiring is correct between the web server and unrecognized
devices.

« Using a multimeter, check whether the bus voltage on the unrecognized devices
is between DC 24 V and 42 V.

« Ensure that the communication settings on the web server are compatible with
the M-bus devices (transmission rate, addressing)

« Check to ensure that the number of connected M-bus devices does not exceed
the maximum permitted amount.

The web server does not recognize all radio devices.

« Ensure that the unrecognized devices are not located too far from the web
server and that the radio signal is not too weakened by cement or metal walls

« Ensure that the unrecognized devices are loaded to the web server list and that
contact to the wireless M-bus devices, recognized by the web server, is not
interrupted.

« Please note that some wireless M-bus devices only transmit their data at
intervals of multiple hours

« Use the web interface or the ACT531 software to ensure that the mesh network
is operational.

No connection with the web server.

« Check the PC network address. The web server uses an IP address
192.168.1.110 as the default. As a result, the PC must have an IP address of
192.168.1.xxx (with xxx not equal to 110).

o Ensure that a firewall is not blocking TCP/IP Port 80 or 443.

« Please contact your local IT administrator for excluding network problems
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8.6 Web server integration in Synco IC

The web server is registered in the cloud after entering the activation key for the M-
bus web server WTV676 in the Synco IC portal.

This billing data, trend data, and alarm messages (reports) is transmitted to Synco
IC per customized settings as well as the distribution of information to the
corresponding customers via email. You must select "Enable Synco IC reports”
check box on the web server. Additional information on the automatic transmission
of Synco IC reports is available in Section "Setup automatic reports”, as of pg. 109.

8.6.1 Setup access

Registration is required for the first-time use of the Synco IC portal. An email
address and activation key for web server must be entered to register.
Additional information on the activation key is available in Section "Enable web
server in Synco IC", pg. 33.

After registration, you must enter a password for future access to the portal.
Additional data can be entered on the user and plant. The Synco IC-Portal is
located at: https://www.siemens-syncoic.com/.

e B0 4 .

Synco |€

To see what really matters

Sign up - Create a new account

E-mail address

New Activation key

Attention and Acceptance of the Terms of
Use

SIEMENS  ©Siemens AG 2013 - 20

8.6.2 Activate plant

Activate your plant in the Synco IC portal, under the "Administration” menu.
Additional information on activation and entering plant data is available in the
Synco IC User's Guide, document A6V10500249. See Section "Reference
documents”, pg. 7.
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9 Level converter operation

9.1 Level converter WTV531..

The level converter WTV531.. has no operating elements.
Any desired changes can be made using the ACT531 software.

9.2 Level converter WTX631..

The level converter WTX631.. has no operating elements.
It can be connected via RS-232- or RS-485 interface and connected to a PC. The
firmware can also be updated via the RS-232 interface
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10 RF converter operation

The RF converter consists of three housing components. The base, mounted on
the wall (1); the removable cover (2), and the cable entry (3).

The RF converter operating elements for the network are located in the lower part
in the cable entry (3).

Y\ _
N /3

-

The removable cover has the following LEDs.

Q4

@3

@2

- Q1

@5
1 Green LED 1 2 GreenLED 2
3 GreenLED 3 4  GreenLED 4

5 BlueLED

The cover for the cable entry has the following connections and buttons.

1 2 3 4 I
| [©%e s

1 Power (AC 100..240 V) 2  Local settings S1
3 Local settings S2 4  Reset button
5  USB connection 6  LED mesh network TX-RX
7  LED wireless M-bus-network TX-RX
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10.1 Change mesh ID

Change the mesh ID if the blue LED on the RF converter is permanently

illuminated after installation and the web server is not switched on.

Proceed as follows:

« Press buttons 2 and 3 at the same time for a few seconds. As soon you let go of
the buttons, one or all the green LEDs start flashing.

Note For a mesh ID 2 5, all the green LEDs flash simultaneously. Otherwise, only the
corresponding green LED flashes. For example, LED 1 flashes for a Mesh ID = 1.

« Press button 3 for at least a second to change the mesh ID. The corresponding
green LED is on permanently as soon as the mesh ID is changed.

« Press buttons 2 and 3 at the same time for more than a second to save the
changes.

« Press button 2 to reject the changes.
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11  Web server operation on the device
11.1 Select default operating language

The language set on the display is the default language.

You can set the default operating language directly on the display. After entering
the password, you can select the language on the main menu at Settings /
System / Select language by pressing the “ and = buttons.

The following languages are available:

« English
o German
« ltalian
« French
e Dutch

Each time the language is set or changed on the display, it remains the default
language until the next change.

The default language is used on the following:

« Display functions

« Web server default language for the login

« Automatic reports on all web servers

Important A The language set locally on the web server is also used for sending emails and to

generate reports and alarm notifications. It is very important that the language is
set correctly locally on web server during commissioning.

11.2 Buttons

Web server has six buttons to navigate menus on the display. The button functions
are based on the displayed menu.

« Confirm a field or a set value
« Access to the main or sub-menu.

« Cancel a field selection or value.
o Return from a sub-menu to a main menu.

Go to previous main menu or sub-menu.
Move cursor to the left.

« Go to next main menu or sub-menu.

« Move cursor to the right.

« Scroll up one page

« Select / switch from letters A...Z and digits 0...9.

« Scroll down one page
« Select / switch from letters A...Z and digits 0...9.

QO@E®®
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Access code entry

Change access code

11.3 Operating

Measured data and basic settings are displayed on a color display. The display
switches off automatically to save energy after 10 minutes.

Press a navigation button to switch on the display. The display to enter the access
code opens.

Login

Insert code

Enter the access code. The cursor flash_es at the current position. Select individual
numbers using the arrow keys “ and = and confirm with the OK button. The
cursor goes to the next position on the 8-digit access code.

For security reasons, you can change the local access code on the web server at
any time to prevent unauthorized access to the web server on the local display.

The access code on the web server is changed as follows:

[Sws [LAM FF het 4|# Sys LAN RF Het 4|}
Svstendate Select latguzge

O | 24/02/2017 EEiEngl-ch vl
o SVSTEN TMme : Arpess ende

Change ‘

setrinpgs

| 13;50; 30 |

Select Settings / System / Reset code and press the OK button to reset the
access code.

The current access code must be entered before you can enter and confirm the
new code.

Code verify

Create code (1/2) Create code (2/2)

Insert current Confirm access

arcess code E::::> Create access code : code

The display changes automatically to the System info main menu once the access
code is changed.

The code must be entered again if an incorrect access code is entered or the new
access code does not match the confirmation. There is no limit to the number of
attempts.
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Reset access code In the event you are unable to access the local display using the access code, you
can reset the access code via web browse as long as you know your login data for
the web browser.

Additional information on resetting the local access code via web browser is
available in section 'Settings', 'System’, pg. 79.

Important A For security reasons, define a new access code locally on the web server as soon
as possible after a reset.

Reset user account You can reset the user account over the local display if you have forgotten the login
data for web server access via web browser.

Select 'Settings' > 'System' > 'User account' and preset 'Reset' to reset the existing
user account.

| Sws LAY FF het |Ir {Svs LAH RF PMet »

Systendate Select Languzge
O | 2470272007 EEiEngl-ch ;I
o : SVSTEN TMme :> Areess rade :>

| 19:50: 30 | | change ]‘

setrinpgs

Sws LAN RF Met

You must repeat the initial registration process after a reset. For security reasons,
you are requested to reenter all the user account data as is the case for an initial
registration via web browser.

Additional information on registration is available in section 'Registration & login',

pg. 61.
Note [i] No plant data is lost when resetting the user account.
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Main menu

System info

Wired meters

Wired search
Search RF

Settings

The main menu displays after correctly entering the access code. It consists of five
pages: System info, Wire meters, Wired search, Search RF and Settings.

System info

®

Wired meters

-~

Wired search

Search RF

N

Settings

QQ

Includes information on web server and connection status and to the activation key.

Displays the list of connected M-bus devices and makes it possible to display the

data.

Starts the search for connected device as per the last saved changes.

Starts the search for RF devices using the last saved settings.

Includes some settings for both the web server and Synco IC.

51/130

Siemens
Smart Infrastructure

M-bus level converter and M-bus web server

ABV11157985_en--_f
2021-06-21



System info menu

52/130

Select the System info main menu and press the OK button to go to the sub-

menu.

System info

&®.

WIVETE - HBGO3S
Flant reference

~Serial rumber
Evié444380

i
|

14 06 2007 07:39:14

R |_| O
WIVSTE -HBGO3S

FLED UL Werslon——— |

]|&
ind
|9}

o)

~H=bars Ve rs lon———

2.0

14062017 ©7:30:39

.'AI. J,.d.—u\_‘l

 1®

I e
LA status

192 .188.1.152

|O '

=Interret statup—

11.185.23.20 |

"14 06 2017 O7:40:08
@l 1

WIVETE -HBGO3S

rInput status

1 12 13

Flutput status— . .

-

v+ 01 o2

1405 2017 o7 4031

e

Plant name

Serial number (required for support calls).

LCD Ul Version (local Ul version)

M-bus firmware version

LAN connection status and IP address (if
connection is available).

Internet connection status and public IP
address for external access (if connection is
available).

Input status (indicates the status of the three
inputs)

Output status (indicates the status of the two
relay outputs)
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Wired meters menu

IQ30ME - 5DHES -
LUGLIY -HEZDM- LIUIZ

Enabled

26032018 BB:52:15

Bynce IC Sratus—| | —

WTVETSE -HBEO3S
thetivarion key———

-

T
€9

@l fe

WTVETE -HBS03S
fWi-Fi seatus=——=

3h Jdm

Wi-Fi address
192 .166.0.10

23112020 09:06.32

&

®| (&

WTVETE -HBGO3S
(Wi-Fi status

Disabled

(ii-Fi address

22112020 09:11:02

Activation key for Synco IC

Synco IC status

WLAN status (displays the remaining time for
the WLAN connection)

WLAN address (displays the WLAN address,
if active)

WLAN status (Disable connection)

Select the Wired meters main menu and press OK to go to the sub menus

Wired meters

Meters list

DEV_B5976339
DEV_65990398
DEV_G6071928
DEV_GG091674
DEV_B6336640
DEV_G8512797

Y OO0O00790

\h‘" ‘\"\b‘h‘
R i

0K for details

ol fe

Apartment 1A

Siemens
WFMZ32
SM. BEOF1928

PA. B
D1l. PA_BOO

MM. Heat
TI. 2 minutes
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Important

Device name

Readout date

54 /130

@l fe

Apartment 1A
15/09/2016 0OF:40:18

1. Energy ey

T oA (ESC )

aT.8 T.8 208 s/

R @
2. ol

S5T.8 T.4 sU.a

ol fe | @

@ List of saved meters. Each meter is identified by the first 8 digits of the
serial number (e.g. 05434563).

The following symbols are displayed in the first column:

W OK: The last readout was successful.

] Device error: An error was reported to the web server via M-bus.
& Communications error: No communications with the device.
You can navigate through the list with the “ and = navigation buttons.
Press OK to go to the data for the selected meter.

@ The first panel provides general information on the selected meter, including
the complete fabrication number/secondary address of the meter (SN),
primary address (PA), designation (D1, D2), medium (MM) and readout
frequency (TI).

@ Displays the values from the last meter readout, if available.
The “ and 2 navigation buttons take you to additional meter fields for this

readout time.

@ The following graphic explains in detail the display setup for meter fields.

v Apartment 1A L\
Device name — | 21/84/2016 039:13:13 Readout time.
—%
MA. Warm nergy

Readout date/ ET.8 T.a =08

@ i ‘></
M-bus description — | 3= W [ M-bus tariff (T)

mETeMee |

Readout value ——ll 1 = ‘| M-bus subunit (SU)

| _— M-bus storage (ST)

The display only displays meter fields where the option Display data is selected.
The setting is selected over web operation in the menu Settings / Wired devices /
Device settings / Meter data settings / Data point settings (see page 89 et
seq.).

The setting is selected over web operation in the menu Settings / Wired devices /
Device settings / Meter data settings / Data point settings (see page 89 et
seq.).

Displays the date of the meter readout.
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Readout time Displays the time of the meter readout.
M-bus description Displays the field description as per the M-bus protocol.

M-bus storage: Displays the storage number of the displayed M-bus data point. See the meter
documentation for additional information.

M-bus tariff Displays the tariff number of the displayed M-bus data point. See the meter
documentation for additional information.

M-bus subunit Displays the number of the subunit for the M-bus data point. See the meter
documentation for additional information.

Readout value Displays the value with unit at the time of the meter readout.

Wired search menu In the Wired search menu, press OK to start a scan for connected meters.
The default search criteria are:

» Scan speed: 2400 bps
« Scan type: Secondary address

Scan speed Scan type

Wired search

Select speed of scan Select type of scan :
| j |Secnndary addrj

Search meters Search meters Devices found
Secondary address search Search Finished L L
I (66% I 108% EL 1. oopogoen
Current baudrate: 2480 B 2 p9785724
C dd : v 3. 14012862
urrent e =) )| V4 tzasises
. . E 5. 19027636
Total devices 18 Total devices 13  B. 58008257
HNew dewvices 1} HNew devices ERLCLIRELT
Press ESC to stop OK to start scan Device to save: 28
Scan speed Select the baud rate used by web server to scan for meters:
300 bps and 2,400 bps / 300 bps / 600 bps / 1,200 bps / 2,400 bps / 4,800 bps /
9,600 bps
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Scan type

Check meters and save

RF search menu

Operation mode

RF search duration

Installation mode
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Select the M-bus addressing type used in the scan:
Primary + secondary address / Primary address / Secondary address

Device saving Device saving Meters list

i 28 of 28 devices [ B Aartment 1R

Press OK to save devices properly saved w 1. DEV_ 23282974
A 2. DEV_ 55976339

. . A 3. DEV_65990398

Press ESC to discard |:> Press ESC to et :> /4. DEV 66091674

+ 5. DEV_GG6336640

[ ] ] w 6. DEV_DO9002s0
EIX IBBX CO NCY OR19G951
Device to save:28 Saving completed 0K for details

A list of devices found is displayed after the meter scan is finished.

Press OK to save all newly found meters and add them to the device list. The ESC
button does not add the newly found meters to the device list.

To edit meter settings over web operation, see menu Settings / Wired devices /
Device settings (see page 89 et seq.).

Select the RF search main menu and press OK to start the search for RF devices.

Setup RF search Setup RF search

Search RF

%

Operation Mode:

: : RF search duration :
| C+T LI | 12 El

Setup RF search Search state Search result

Time remaining: 11:59

Operation Mode: C+T

Accept only RF Converter: 1

installation mode .

(SHD._TR) |:> RF Converter: 1 |:>
Total devices: 53 Total devdices: 53
D SND_IR | Hew devices: 28 Hew devices: 28

Press ESC to stop 0K to start scan

Select the operation mode. Ensure that the operation mode for M-bus (C+T/S-
mode) is the same for both the RF converter as well as the devices on the RF
network.

The following values are available: S, T, C+T, C+T & S.

Select the duration of the search.
Values 1 to 24 are available.

You can limit the search and only display devices in installation mode by selecting
SND_TR: Function.
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Settings menu

[Sws [LAY FF het 4| b
Svsten date.

Z4rOTFEQLT

SYSTEN TTE.

13:50:20
@] fo

Sys |LAN RF Met 4|b
Select language 1

Ancess code

~ change _
o] f@

R

Sys LAN RF Met 4|

User agcount.

|
Reset |
|

The Settings menu has three sub-menus:

« System

« LAN

o RF network
e SyncoIC

— You can navigate between the submenus with the (0 and (> navigation

buttons.

- You can navigate within the submenus with the “ and ' navigation buttons.
- The OK button selects a field for editing and then confirms the entered value.

Settings

™

1@

| TF address

--E English - |
| ('

Sekurdre DHS

l— |Secondary DHS

Sus LAY |FF het 1| b
G

[ ] bisablzc

182, B8, WL . 152

\ g

.,
Sys LAY FF het 4|

Mesh I3 E
—
‘[cFannel

ol fo

Sys |LAN Funk dynce IC
Frimare NS — [

D08 . D0E . 0e8 a8

| DDE_008 004 004

=
A\

@) e

Sws LA |FF het <_|b
rarary VN

J0E. UCE. BO5 o8

D00 0C0D. 004 004

@l fe

Sus [LAY[RF et < [®

Save network s=ttongs.
Sy len will reboo.

Ssve
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Settinpgs

QO

& & 0 @

EEEE
R= Me: iynco IC|A LAN IF Het Wi-F 4|k LAN 2F Met|Wi-F 4]k

e | P - Enable |- P Disable

(Esc) ) ) (Esc) ESC) (oK) 1OK)

| M. SLETENS -swncole. con | N Ry g oy

Wi-Fi active
Artivatian hey https: /4192 188,06, 16
TFCECML26 T4 CTLK- 3h S4m
182D0- _ 1T

System The System sub-menu has the following settings:

System date
System time

Select language

Important A

Change access code

Reset user account

LAN

DHCP

IP address

Standard gateway

Network mask

58/130

Enter the current date of the web server.
Enter the current time of the web server.
Select the language on the web server display.

The language set locally on the web server is also used for sending emails and to
generate reports and alarm notifications. As a result, it is important to select the
correct language during web server commissioning.

You can change the local access code on the web server at any time for security
reasons.
Additional information is available in section 'Operating’, pg. 49.

You can reset the user account on the local display if you have forgotten the login
data for web server access. You must re-register after resetting the user account.
For details, see section 'Operating, Reset user account, pg 49.

The LAN sub-menu has the following settings:

Enable or disable the DHCP client on the web server.

The web server draws its IP address automatically from the DHCP server (router) if
the DHCP client is enabled.

The following parameters must be entered manually if the DHCP client is disabled:

Web server IP address. Is not set for "DHCP = Enabled" (default value:
192.168.1.110)

The standard gateway represents the interface between the local and public
network. You typically enter the IP address for the router here. Need not be set for
"DHCP = Enabled" (default value: 192.168.1.1)

The IP subnet mask sets the size of the network. Need not be set for "DHCP =
Enabled" (default value: 255.255.255.0)
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Primary DNS

Secondary DNS

Save network settings
Restart

RF network

Mesh ID
Channel

Synco IC

Synco IC reports
Synco IC portal

Activation key

WLAN connection

The DNS name server (domain name system) on the Internet connects a globally
valid name to a domain with an IP address (e.g. domain www.siemens.com with IP
address 146.254.191.150).

The setting corresponds to the IP address for the next router or DNS name server
that recognizes for its part a queried name (domain) or another DNS name server.
The setting is typically identical to the setting for the standard Gateway. Need not
be set for "DHCP = Enabled"

If the DHCP settings are deactivated, please contact your local administrator for
the specification of the parameters (default value: DNS1:8.8.8.8).

A secondary DNS name server is only defined for redundant systems. Settings are
typically empty. Need not be set for "DHCP = Enabled"
(default value: DNS2: 8.8.4.4)

The current network settings are saved and web server restarts.

You can set the following In the RF network submenu:

Enter the mesh ID. Ensure that all RF converters are on the same mesh network.
Mesh network channel: You can change the channel ID here in the event of faults.
The following settings are available in the Synco IC submenu:

Enable or disable the automation transmission of Synco IC reports to the cloud.

The Synco IC portal is available at: https://www.siemens-syncoic.com.

Displays the activation key. The activation key is required to register the web server
in the Synco IC portal.

Detailed information on integrating the web server via the Synco IC portal is
available in Section 'Web server integration in Synco IC', pg. 44.

To enable the WLAN connection, press the ESC key on the web server for at least
5 seconds.

Additional information on the web server keys is available in section 'Web server’,
page 15.

Wi-Fi Disabled. Presg
and hold ESC to
enable

P
~~

The IP address and remaining time for the active WLAN connection is displayed
after enabling the WLAN connection.

https: //192.168.0.18
3h 5Fm

P
)
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Note

WLAN status
WLAN address

Enable/disable
WLAN connection
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The WLAN connection remains active for up to 12 hours after enabling.

Press the OK button and enter the web server access code to display additional
information on the WLAN connection or to disable the WLAN connection on the
web server on the display.

Additional information on the web server access code is available in section
'Access code entry', page 49.

You can display the remaining time for the WLAN connection and the WLAN
address in the Info menu as long as the connection is active. Press the down arrow
key to go to the desired information.

Additional information on 'System info' menu is available in section 'System info
menu', page 52.

WTVE76 -HBGE3S

WiFi-Status . Wi-Fi status
oK
3h 5Tm Disabled

Wi-Fi-Adresse |:> Mi-Fi addressj

192.168.0.10
23112020 €9:11:02

WTVETE -HEED3S

23112020 08.15:28

You can enable or disable the WLAN connection in the 'Settings' menu. Press the

right arrow to go to the desired display. Press the OK button to enable or disable
the WLAN connection.

Additional information in the 'Settings' menu is available in section 'Settings menu'
page 57.

LAM IF Met Wi-F 4| p

| Enable |

LAM IF Met Wi-F 4| p
Ol——

[ Disable |
—>
<—

Wi-Fi active
https: //192_168.6. 18
3h S4m
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12 Web server browser operation
12.1 Registration & login

Prerequisite The web server and the PC are connected to the same network and the network
access is configured. See section "Connect web server to PC or LAN", page 39.

Initial registration To access web server, enter the web server IP address (e.g. https://192.168.1.110)
in the browser (Chrome, Safari, Firefox).

e

SIEMENS

Login =

Siemens web access system for metering plants

wmsiamens comilding echnciogies

Complete the mandatory fields:

o Email

o Username

» Password

« Confirm password

to register and receive access to the web server.

-,

SIEMENS

Register v

First name: * Username:
Last name: * Fassword:

* Email: * Confitm password:

Siemens web access system for metering plants

Siaeners Switzeland L1
o oges Diison
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Important

Sign in

Very important!

A

The password must meet the following conditions:

« At least 8 characters

« Three of the following 4 criteria must be fulfilled:
Lowercase letters

Uppercase letters

A digit

A special character

The Register button is only enabled after meeting the password conditions.

You are notified if you enter an incorrect login or password. The login is locked on
the web server for five minutes (300 s) after a maximum of six attempts.

SIEMENS

Login =

Yo exceeded the maimum allowed number of kogin
attemats
il e possibie o fog back in

289 sec.

Siemens web access system for metering plants

Cospoate nermation

Contact the administrator if the user or maintainer forgets the access data. The
administrator can delete the current account and set up a new one.

Loss of administrator password:

You can reset the user account on the local display if you forgot the administrator
password for web server access.

Additional information on resetting the user account is available in section
'Operating’, section 'Reset user account',pg. 50.

Sign in Web server goes to the Login page after successful registration. You can now log
in using the new username and password.
SIEMENS Mobile i
Anmelden -
|
Siemens web access system for metering plants
M DA b S
Simple alley
Simple alley 14, 6300 Zug
Confirm with Sign in to go to the web server main page.
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'Mobile' option

Note

The 'Mobile' option reads the web server on site using your mobile phone or tablet

over WLAN.
Make sure the WLAN connection is active on the web server.

Additional information on enabling WLAN and displaying the IP address is available

in section "WLAN connection, page 59.

To connect the mobile device to the web server, open the browser on your mobile
device and enter the IP address of the web server (e.g. https://192.168.0.10). The
login page of the web server displays as soon as your mobile device is connected
to web server.
Enable the 'Mobile' option to optimize the display on your mobile device.

SIEMENS

Login BiE

Username:

Password:

Siemens web access system for metering plants

Siemens Switzerland Ltd

Smart Infrastructure
Global Headquarters
Theilerstrasse 1a
CH-6300 Zug
Switzerland

www.siemens.combuildingtechnologies

Corporate information

Mobile

If you use the standard login page, the display of the login page is automatically

optimized.

Login with your username and password to go to the overview (optimized to your
mobile device).
Additional information on reading out data via WLAN is available in section
'Readout mobile data’, page 115.

SIEMENS

Login

Username

Password

Siemens web access system for metering plants

Siemens Switzertand Lid

Sinapsi Demo 193 | V20080193
Via Delle Querce 11113

@) Mobile

%
4
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12.2 Home

SIEMENS

2 o ? O
¥ Genersl statut
Intermet connection : 0K Pant name :  Room 448 - Produciive
Current I address : 13818845 241 Seriad nuenber @ EVISA44144
Web access status 1 @ Reachable Model 1 WIVG/G-HBEOTS

& ane T delts 11 56m 23
S5 WTVETE-EVIS444144
Wi addeess: 192 165.0,10
MAC addeess: ACODSOLRIATD

Wil st Address: Z3hlerweg 9 - 192,168.0,115

wii: [ Doae | Firmware version: 4.9_2.0_ 3.1

Synco I eeporting : @ Enabied @ Web interface version: 338

6 e
Oy
oz

D 2062021 1292

@ The following information is displayed on the title line:
¢ Name of the logged in user.
e Language selection.
o Information on "Open source software" packets and licenses.

@ Primary navigation using the main menus:
Plant status (as of page 65)
Settings (as of page 79)

Export data (as of page 107)
User account (as of page 121)

@ Status Information:

M-bus status

Status M-bus radio
Number of logged on users
Date and time.

Secondary navigation using sub-menus

@®

Information on menu and sub-menu page

Siemens
Smart Infrastructure

M-bus level converter and M-bus web server A6V11157985_en--_f
Web server browser operation 2021-06-21



Important A

System status

System information

12.2.1 Select the web server language (software interface)

You can set the operating language for the software interface in the title line to the
right.
The following languages are available:

e English
e German
e |talian

e French
e Dutch

The login always used the default language that was selected and is displayed on
the display. The language setting in the login window applies exclusively to the
current session. The language setting on the web server software interface apply
exclusively for the current session after login.

All automatic reports use the default language. See section Select default
operating language, page 48. All manual reports created on the web server use the
language for the current session.

12.3 Plant status

The Plant status main menu displays all important information on the web server,
connected devices, and events occurring on the bus.

12.3.1 System status

System status displays system information, WLAN status, the event log and
logging on the Synco IC cloud.

SIEMENS

® CEZE ? ©

Internet connection : OK Plant name : Room 448 - Productive
Current IP address : 138.188.45.241 Serial number: EV16444144
Web access status : @ Reachable Model : WITV676-HB6035

Export datz @ . ateq Iime left: 17h 56m 255
“ WidFi status : SSID: WTV676-EV16444144 prows

u cco Wi-Fi address: 192.168.0.10
I — MAC address: /COD:90:C9:TA:1D

WiFi: [ Disable | Firmware version: 4.9_2.0_3.1

s: Zahlerweg9-192.168.1.115

SyncoC reporting: @ Enabled Web interface version : 3.38

© idie
© e
a8 2

@ 21/06/2021 12:12

The following information is available under System status:

« Internet connection: Displays the current state of the web server Internet
connection.

o Current IP address: Displays web server's last public IP address.

« Status web access: Indicates whether the web access service is active, see
'Web access'.

« WLAN status: Displays the current state of the WLAN connection.
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WLAN status

« WLAN: You can enable or disable the WLAN connection using the 'Enable' or
'Disable’ button.

« Synco IC reporting: Display the current status of automatic transmission of
Synco IC reports to the cloud. See Section "Setup automatic reports, as pg. 109.

« Plant name: Name of the plant.

« Web server serial number

« Model: Displays the web server type designation.

« Address: Plant location.

« System clock: Current web server date and time.

« Firmware version: Displays the firmware version installed on the web server.

« Web interface version: Displays the installed version of the web user interface.

Click 'Enable' to enable the WLAN connection.
You can also enable the WLAN connection directly on web server. See section
'WLAN connection', page 59.

SIEMENS

oz 7 @

Internet connection : OK Plant name : Room 476 - Staging
Current IP address : 138.188.45.241 Serial number : EV16444187
Webaccessstatus: ... Model : WIV676-HB6035

Wi-Fi status : Address: Zahlerweg 9 - 192.168.1.108

WiFi: Enable Firmware version : 4.9_2.0_3.1
Synco IC reporting : @ Enabled Web interface version : 3.38

© e

) idle

"

@ 2110612021 12:19
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Event log SIEMENS
@ YO
01 System status
C Update [ Show only active events If Selected: <13 4567809 10,
4 Type It Startdate 4t End date 1 Category it Reference 4t Description Select
Kt /Ou v v v No Filter ¥ NoFilter ... ¥ NofFilter ... 7 No Filter ... V' NoFilter .. O
“" e FTP 2017-06-27 14:34:25 FTP FTPID9(1) FTP - Automatic reports
m ~ 2017-06-27 14:27:06 2017-06-27 14:27:06 Email Email ID 62 Email - Automatic reports
FTP 2017-06-27 14:27:03 FTP FTPID 8(1) FTP - Automatic reports O
FTP 2017-06-27 14:20:20 FIP FTPID 8(1) FTP - Automatic reports 0
~ 2017-06-27 14:10:36  2017-06-27 14:10:36  Email Email ID 61 Email - Automatic reports. O
FTP 2017-06-27 14:10:33 FTP FTPID 7(1) FTP - Automatic reports
@ Idle FTP 2017-06-27 14:07:45 FTP FTPID 7(1) FTP - Automatic reports
LJEES FTP 2017-06-27 13:56:40 FTP FTPID 6(1) FTP - Automatic reports O
a8
> 2017-06-27 02:12:04 2017-06-27 02:12:04 Email Email ID 60 Email - Alarm notification ]
® 2210612021 12:00 o
The event log records the following events:
« Alarms and warnings
« Change of state of inputs/outputs
« Send status of emails
« Send status of information via FTP
The following information can be read by event:
« Event status
« Start date/time
o End date/time
« Category
« Reference
« Description
The following event status can be displayed:
[ v] Device OK: Reported alarms or warnings are corrected.
: Device fault: A device fault reported via M-bus.
A Communications error: Communication with M-bus device not possible.
= Email successfully sent.
~ The email could not be sent (over 3 days at 15 minute intervals, not
successful).
TP The readout file was successfully transmitted to a FTP server.
FTe The readout file was unable to be transmitted to a FTP server
(over 3 days at 15 minute intervals, unsuccessful).
N Change of state registered at an input.
o Change of state registered at an output.
Simply set filters for each column to limit search results by specific events.
The event log registers up to 1000 events. The oldest event is removed after 1000
events.
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Individual lines on the event log or the entire list can be deleted. Proceed as
follows:

« Delete individual rows: Select the event check box to be deleted and then click
Delete event in the upper end of the list. The Delete event is enabled if at least
one line is selected.

« Delete complete list: Select the check box on the title line and then Delete event
to irretrievably delete the entire event log.

Note [il Display only active events to list only currently pending alarms and input/output
status.

SIEMENS

2 \/JO)

C update Show only active events 1f Selected: El2345678090,
T Type T Startdate 1T End date 1T Category 1T Reference 1T Description Select

¥ v Noitter... V Nofitter .. 7 Noilter .. 7 Nofilter .. 7 Nofilter ... o

L 20170612 17:0109 - - Meter NA | DEV_07411220 meter_alarm_map|power_low D

| 2017-06-12 17:01:09 4 e Meter NA | DEV_07411220 Permanent error o

! 2017-06-12 17:01:04 o = Meter NA | DEV_11111025 Permanent error [m]

L 20170612 17:0100 - - Meter NA| DEV_10300628 Permanent error 0

L] 2017-06-12 17:00:56 - o Meter NA | DEV_10300618 Permanent error =]

! 2017-06-12 17:00:52 o = Meter NA | DEV_10000959 Permanent error O
© e ] 2017-06-12 17:00:48 - - Meter NA | DEV_10000278 Permanent error ]
) dle

L] 2017-06-12 17:00:30 - o Meter NA | DEV_05205150 Permanent error [m]
o

! 2017-06-12 17:00:226 - - Meter NA | DEV_05205136 meter_alarm_map|power_low (w

© 220062021 14:41

Click a line to display event details, e.g. the sent email including appendix and the
last readout data just prior to the fault.

Connection Synco IC SIEMENS

= O

Plant status & i e -
= [“Symeminio™ | “Evetlog | seoiciog [“Webacres )

01 System status

02 Wired devices v SyncoiClog
4 uetime e crsence Wessenverequest SycoCrepomse  Repomesatss  Fietpe Fename Fiess
17551 2021.0622 14097 Keep Aive e o
175550 2021.0622 143096 _Keep ive il o
175549 20210622 142095 _ Keep Aive i ool o
175548 20210622 141095 _ Keep ive Ut ool o
175547 20210622 140096 _ Keep ive b ol o
175546 2021.0622 135095  Keep Aive U il o
175545 20210622 134095 _ Keep Aive b ool o
175544 20210622 133096 _Keep ive U b ol o
175540 20210622 132096 _Keep ive il o
175542 20210622 121094 Keep Aive U i CstCode A9 429
175541 20210622 130098 Keep ive o gkl o
175540 20210622 125098 _ Kesp Aive e o
175539 20210622 124098  Keep ive O gl o
175528 2021.0622123096 _Keep Aive U g ol o
175527 20210622 122096 _ Keep Aive [P o
175526 20210622 121096 _Keep Aive [P o
175525 20210622 120098 Keep Aive U gkl o
17554 20210622 115095 Keep Aive U i ool o
175521 20210622 14095 _ Keep Aive i ol o
175532 20210622 13096 _Keep ive [ o
1755 20210622 112095 Keep Aive b ol o
© ide 175530 20210622 11096 _ Keep ive ik o
175529 20210622 110097 Keep ive U bl o
@ idle 175528 20210622 105095  Keep ive O il o
175527 20210622 10:4096 _Keep Aive U g ol o
P 4 20210622103096  Keep ive o gk . o
a o

5 2021062102007 Keep Aive [ra——"

© 220062021 14:44

The web server has a log for the Synco IC cloud. The log records transactions
between the web server and the cloud. For example, a timestamp displays when
and which files (e.g. billing files) were uploaded to the cloud.
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Web access

Note

Wired devices

SIEMENS

¥ General status

Sainsna: ® i

Server status: @ Reachable
Web Access firmware version : SGH V: 3.3.0.2106011031

Web server i H fo.

The web access connects to the web server from anywhere.
The web access is enabled by default and can be disabled with the 'Disable’
button.

If deactivated, the web access can only be activated locally.

The web server link opens the web server login page. You must login with user
name and password to proceed to the web server home page.

12.3.2 Wired devices

The Wire devices overview lists all M-bus devices located on the network in an
abbreviated form.

SIEMENS

2) siemens AG ? O

|-Bus _ wired devices Connected devices (@)

083157 hours < geicbsdauer
> Warm Water osa74141 @ pevosezarar MIM2| PA 000 o
s

> Water 05474140 @Y DEV.05474140 MIM2] PA 000

The following information can be read out per line (per M-bus device):

« Medium (colored field)

« Serial number (secondary address)

« Availability of device image

« Device Name

« Description

« Main value (=> Can be selected, see Section “Wired devices”, as of page 69)
 Last readout timestamp

« Device state

The following device status can be displayed:

o Device ok
. Device fault
Y Communication error
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Wireless devices

70/130

Click a line to list additional device information.

SIEMENS

(@) Siemens AG ? O

\:Bus _ Wired devices Connected devices ()

7 o Betriebsdat
> Worm Water 05474141 DEV_05474141 MIMZ] PA 000 083157 hours < Betriebsdaver 4
o rin3 0010

Communication status  OK Last readout timestamp  2019/11/13 10:00:10
Devicename DEV. 05474141 Seaninterval | 1 month Shnens
Description 1 PA_000 Install date  13/09/2019
Description 2 Primary address 0.

1D Device 05474141-32650604 Manufacturer code  LSE

AEW310.2

Medium  Warm Water

¥ Last readout timestamp

el Mz depoon Tooo. oo, oowss  oooss  soose  looos
Aktuelles Volumen Volume om3 om3 om3 om3 om3 oms

& Betriebsdauer OnTime 083157 hours 083133 hours 083109 hours 083085 hours 083061 hours 083037 hours
Aktuelles Datum und Uhrzeit  Time Point aan oo T i o0 o8
Fehlerdatum Time Point 14 date St date Sot-dte 14 date J-t-date Jot-date
Seriennummer Fabrication Number osazarar o0s4zara1 o0saza141 05474141 osazarar o0sazaran

The information that cannot be changed are grouped into three categories:

« Device information: General device data (name, description, ID, medium, etc.)

« Last readout timestamp: Displays the values of the last 6 readouts.

« Alarm status: Displays the faults pending on the device and which ones are
registered and sent via email.

The data points for display in detail, can be predefined in the menu Settings /
Wired devices / Device settings (see page 89 et seq.).

Click Read now to manually trigger a complete readout of the data from all
devices.

12.3.3 Wireless devices

The Wireless devices overview lists all the M-bus wireless devices on the network
in a compact form.

SIEMENS

v JO]
[Bus,) Wireless devices Connected devices @)

0m3 « Total volume @ 201901113 15:01:46

> Water 00000000 @ DEV_00000000
Waitdota .
0m3 « Total volume @ 20191113 15:01:46
> Warm Water 00000001 @ DEV_00000001
Waitdata <.
.637 m3 <« fotal vol
> Water 57794605 ) DEV. 57794605 25.63 fotal volume @ 201911113 15:01:46
Waitdat <.
32.215 m3 <« Total volume @ 2019103 15:01:46
> Water 57794606 @ DEV_57794606
Waitdata <o
5707 kWh < Total energy consumption @ 2019113 145859 '
> Heat 68063678 B DEV 68063678
WEEEE 500d8m > RP15240166 & 1020191113 160108 | | 4
000000 < 7otal HCA' @ 01902
> HoA 71253700 @) DEV.71253709 0N RalKAL0 sttsas e
Waitdata .
000161 < Total HCA @ 2019113 15:01:46
> HA 92160076 Y DEV_92160076

BEEEE 35508 > RI5240166 & ' 920191113 163953 1 o
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The following information can be read per line (i.e. per M-bus wireless devices):
*+  Medium

«  Serial number

+  Availability of device with optional image

. Device name

. Description

*  Main value (=> selectable, see Section “Wireless devices, as page 100)

+  Date/time of last device reading

. Device status

The following device status can be displayed:

©  Deviceis OK
! Device fault
A Communication error

Click a line to list additional information on a particular device.

Device name  DEV. 00000000 Saninterval 12hrs Siemens

BTN
P MBus, ) Wireless devices Connected devices (@)
m’ *“ vices ‘ om3 volume
; <70
s owon oo it
e Waitdata
. = Communication status  OK Last readout timestamp  2019/09125 12:52:19

Description 1 Install date  2019.09-25 1.

Description 2 Manufacturer code  LSE

1D Device 00000000 Wireless M-Bus mode  C+7
Medium  Water Encryption  Disabled
v Last readout timestamp

¥ Alarm status

This information cannot be changed and is summarized in three categories:

. Device information: General device information (Name, description, ID,
medium, query interval, installation date, manufacturer code, RF mode,
encryption, etc.)

. Last read out timestamp: Displays the values of the last 6 read outs.

«  Alarm state: Indicates errors pending on the device and which ones are
registered and sent by email.

Note [il Query intervals are required to generate reports. A query interval can be
individually defined for each device. The “Scan interval” determines the intervals at
which the device read outs are saved.

Additional information on query intervals is available in Section 'Creating reports’',
pg. 116.
You can predefine the data points you want to detail in the menu
'Settings' > 'Wireless devices' > 'Device settings' (see page 100).
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12.3.4 Controller

Controller The controller overview lists all RVD controllers (compact) connected to the
network.

2) siemens AG CEZEEa 2 (0)
RVD controllers Connected devices (§)
> B RVD240 00007118 AVD.00007118 MIM2| RVD_PA 002 [“RE G T (/]
» @) RVD240 00013873 RVD_00013873 M1M2 | RVD_PA 000 @10 20:1 RGN eoe s sl o
» @ RvD230 00050240 RVD_ 00050240 M1M2 | RVD_PA_000 @0 PR S S o

The following information can be read out per line (per RVD controller):
* Available device image
. Device type
»  Serial number
. Device name
. M-bus line
*  Device description
*  Available plant type
. Plant type
*  Main value (temperature)
»  Date/time of last device read out
. Device state
The following device status state can be displayed:
©  Device is OK
! Device fault
A Communication error
Click a line to list additional information on the device.
2) siemens AG [ MO)
RVD Controllers Connected devices (§)
> RVD240 00007118 AVD_00007118 M1M2| RVD_PA_002 14 Lo i ] v
Communication status: Ok Last readout timestamp: 2019/11/13 17:00:14 =)
> Alarm status Status [50]: 2019/11/13 17:00:09 | No alarm
Legend  Line number Description Value Plant diagram
. n mo:mnmmnlm:mn;m:pu:m.i‘ 15“ : 14 g
w Soomtenperaire setpin 2 27 < 8 g g
o S — w0
T ——" =< [ o ©
87 Primary returm temp actual value “ac v ben2 Q2
bl c——
okt : Y% e s
Primary retum temp setpoint HC2 7 < vs ©gr1 oBR2  HS i
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This information cannot be edited and compiled into the following categories:

«  Communication state: Indicates whether the device can be reached on the
network

+  Time stamp for last readout: Displays the data and time of the last readout

« Alarm state: Lists the current alarm messages with date and time

. Data point: Displays the plant-specific diagram and the associated data points.

Additional information is available in section 'Data point settings'.Data point

settingsAdditional information on plant types is available in document G2383. See

section 'Reference documents', pg. 7.

Notes [i] Displays the last read data from a controller. The date and time of the last readout
are visible in the timestamp for the last readout. Controllers RVD230, RVD235,
RVD240, RVD245, RVD250, RVD255, RVD260 and RVD265 can be read out.

Read out controller data Click the button 'Readout now', to immediately read out all data points and alarms
now for the corresponding controller independent of the readout interval.

s
m
Click the ' W symbol to list all data points for the associated controller and plant

List all data points
type. The most recent values are read out.

Serial number Device name Description Device type Planttype  M-Bus line
00050240  RVD_00050240 RVD_PA_000 RVD230 1-0 M1M2
Setpoint
Number Line number Data point Value Units Last readout timestamp
1 [164] Outside temp composite 0 %€ 07 Nov 2019 00:00:42
2 [1] Room temperature setpoint 1 20 %€ 07 Nov 2019 00:00:42
5i Flow temp setpoint resulting HC1 50 %C 07 Nov 2019 00:00:42
7 Return temp max limitation secondary --- °C 07 Nov 2019 00:00:42
18 Actual setpoint temp differential HC1  --- °C 07 Nov 2019 00:00:42
Plant I/O
Number Line number Data point Value Units Last readout timestamp
1 [25] Outside temp --- °C 07 Nov 2019 00:00:46
Primary return temp actual value --- °C 07 Nov 2019 00:00:46
4 Flow temp actual value heat circuit 1 - %G 07 Nov 2019 00:00:46
5 Return temp actual value HC1 - %€ 07 Nov 2019 00:00:46
6 Room temperature actual value 1 °C 07 Nov 2019 00:00:46
16 Analog input U1 Vv 07 Nov 2019 00:00:46
19 SecPressSens / bar 07 Nov 2019 00:00:46
20 Primary pressure sensor / bar 07 Nov 2019 00:00:46
22 Stroke model HC1 / % 07 Nov 2019 00:00:46
27 Heat circuit pump speed HC1 / % 07 Nov 2019 00:00:46
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Configuration In the 'Configuration' pane, various setting parameters for RVD controllers can be
displayed, edited, backed up and restored.
The data from the last readout of the controller is displayed (see last readout
timestamp). Click 'Readout now' to start manual readout.

The 'Configuration' pane is divided into:
- Back and restore controller settings
- Plant-specific setting parameters (e.g. for heating circuits or DHW, etc.)
- Schedulers for operation (e.g. heating circuit or DHW, etc.)

Note [il  The 'Program switch' indicates whether the scheduler is active.

® Program switch ACTIVE

Backup and restore You can back up the current controller settings in this pane and eventually write
controller settings them to the controller (restore). Values from other controllers can be taken over.
Note [i] The function 'Backup and restore' is only visible if you are logged on as

administrator or Maintainer.

RVD configuration and settings - backup and restore Restore: B RVD configuration (| RVD Settings

| Create ‘ | Import ‘ 2007080958 RVD260_93010_PDO 2020-07-08 09.58:53 v ‘ ~ H x | | Export ‘ | Restore

You can back up the current controller settings in the menus 'Plant status' >
: 'Controller' > 'Configuration' and 'RVD configuration and settings'.
file To back up the current controller settings, click 'Create’.

Create backup

The file name suggested by the system is composed by default of the following:
- Date and time
- Device type
- Device name
- Number of the plant diagram

To edit the suggested file name, click -~ . The file name that you enter is
automatically supplemented with the current date and time. To export the backup
file and save it to desktop, click 'Export'.

Note [i1 You can only create backup files from the last read controller settings. No backup is
possible if certain controller settings are highlighted in blue or red.

You must write the settings to the controller before you can create a backup file.
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Note [l

Restore backup file

Note [l
Note [l
Note [il

Plant-specific setting
parameters

To reset the entered file name, click [<J.
This displays the suggested file name.

To delete a backup file from the web server, click E3)

You can select the backup file and upload it if you want to return to prior controller
settings.
Access the backup file as follows:

- On the web server: Select the backup file from the list.

- On the desktop: Click 'Import' and select the backup file.

The letters 'IMP' are added as a prefix to a backup file that is uploaded from the
desktop (IMP = Imported).

Select the appropriate check box to determine the settings.
The following options are available:
- Check box 'RVD configuration': Overwrites the settings taken over in menu
'Plant status' > 'Controller' > 'Configuration’
- Check box 'RVD settings': Overwrites the settings taken over in menu
'Settings' > 'Wired devices' > 'Controller settings'

Restore: &4 RVD configuration |_| RVD Settings

Only the following parameters in menu 'Settings' > 'Wired devices' > 'Controller
settings' are overwritten:

- User-defined parameters

- Main value

- Trend file — Received data points

To overwrite the controller settings, click 'Restore’. The corresponding settings are
highlighted in blue and can be edited as needed.
To take over all settings, click "Write'.

You can write controller settings saved to a backup file to another RVD controller.
The controller settings saved in the backup file, the other RVD controller must,
however, have the same device type, device name, and corresponding plant
diagram as the original.

An error message displays if a value does not match, no settings are overwritten in
this case.

The following data points can be written via M-bus, depending on
- connected RVD controller type
- the corresponding plant diagram

Designation

RVD23x RVD24x | RVD25x | RVD26x

DHW temperature nominal setpoint

DHA temperature reduced setpoint

Temperature difference Solar On

Temperature difference Solar Off

Date of first day of heating period

Date of last day of heating period

Heating limit ECO heating circuit 1

Room temperature reduced setpoint heating circuit 1

Heating curve parallel shift heating circuit 1

XXX XXX [ X [X|X
XXX XXX X [X|X

Heating limit ECO heating circuit 2

Room temperature reduced setpoint heating circuit 2

Heating circuit 2

Room temp. Setpoint holiday mode/frost protection

XX XXX XXX XXX [ X | X
XXX XXX XXX [ X[ X | X

Heating curve parallel shift heating circuit 2 -

>

X
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Legionella function frequency X X X X
Time X X X X
Scheduler heating circuit 1 Monday X X X X
Scheduler heating circuit 1 Tuesday X X X X
Scheduler heating circuit 1 Wednesday X X X X
Scheduler heating circuit 1 Thursday X X X X
Scheduler heating circuit 1 Friday X X X X
Scheduler heating circuit 1 Saturday X X X X
Scheduler heating circuit 1 Sunday X X X X
Scheduler HC2 Monday - X - X
Scheduler HC2 Tuesday - X - X
Scheduler HC2 Wednesday - X - X
Scheduler HC2 Thursday - X - X
Scheduler HC2 Friday - X - X
Scheduler HC2 Saturday - X - X
Scheduler HC2 Sunday - X - X
Scheduler HW Monday X X X X
Scheduler HW Tuesday X X X X
Scheduler HW Wednesday X X X X
Scheduler HW Thursday X X X X
Scheduler HW Friday X X X X
Scheduler HW Saturday X X X X
Scheduler HW Sunday X X X X

The parameters can be edited with a slider or manually. All edited parameters are
highlighted in blue. Click 'Write' to write the edited parameters (highlighted in blue)
to the controller.

Create a backup file after setting the parameters to restore the setting parameters
at any time.

Additional information on creating a backup file is available in section 'Create
backup file', page 73.

» Configuration @© Program switch ACTIVE

RVD configuration and settings - backup and restore

Import No backup file available v Write

Setpoint

[a1] Dhw temp nominal setpoint  # 42 C
Heat circuit 1 and 2
(61 Heating limit ECOHC1  / C
2] Room temp reduced setpoint heat circuit 1 # 16 C
3] Room temp setpoint frost protection HC1 # | B2
1] Heating curve parallel displacement HC1  # . 10.5 C
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Note

Scheduler

Note

Parameters outside the value range are highlighted in red. No data is written to the
controller in the event of erroneous values.

The scheduler defines when a part of the plant, e.g. a heating circuit or DHW plant,
is operated.

For example, you can program a time switch for individual days of the week
(Monday through Sunday) in the pane 'Scheduler for heating circuit 1'. Enter the
start time and end time of operation. Multiple entries per day are possible. You can
individually program the time switch for each day. Click 'Write' to save the entered
parameters and write them to the controller.

To apply the scheduler for Monday to other days of the week, click O and select
the option 'Monday to Sunday' or 'Monday to Friday'.

For example, to copy the scheduler settings for heating circuit 1 to heating circuit 2,
click O in the pane for 'Scheduler for heating circuit 1'. Select 'Apply this scheduler
to:' and click 'Copy'.

Click "Write' to copy the settings to the scheduler and write them to the controller.

SIEMENS

@ caudosoi ?®
Switching program for heat circuit 1 [ Apply this program to: & Switching program for heat circuit 2 Copy i
113 Clock time 7 05/08/20 00:02 Synchronize date and time from your PC ()
1712 Time switch program HC1 Monday 7 3
0600 v > 0800 v 1200 v > 1400 v 1800 v B 2200 v

04 Controllers

N

1712 Time switch program HC1 Tuesday
0500 v > 0800 v 1200 v > 1500 v 1800 v > 2200 v

712] Time switch program HC1 Wednesday /'
0600 v > 0800 v 1200 v > 1500 v 1800 v > 2200 v

\

1712} Time switch program HC1 Thursday )
0600 v > 0800 v 1200 v > 1400 v 1800 v > 2200 v

17-12] Time switch program HC1 Friday 7
0600 v > 0500 v 1200 v > 1400 v 1800 v > 2200 v

1712 Time switch program HC1 Saturday
0500 v > 2200 v v v L

N

1712] Time switch program HC1 Sunday
© Readin progress.

© idie Switching program for heat circuit 2 (3

Create a backup of the parameters to restore the setting parameters at any time.
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12.3.5 Inputs/outputs

Inputs/outputs Displays the current status (open/closed) of inputs/outputs on web server. .

SIEMENS

v DigitalInputs (Contact status)

N — <

a3 — 3
Open

v Digital Outputs (Contact status)

[ Switch
¢ o1 01 mE— < 01
. Open

, 02 EEE— 02
Open

The following information can be read by input/output:
« Image of connection terminals on web server

« Short description: | = Input, O = Output

« Status: Open/closed

« Designation

Click Switch to manually switch the digital outputs.

Note [i] This feature is only available for the user type “Administrator”
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12.4 Settings
12.41 System

Plant data The following plant data can be assigned to web server:

o Plant name

o Address

« Installer name

o Customer name

« Install date (the current date by default)

SIEMENS

Instaldate 201706 19

© fead in progress.
Acauisition in progress.
o

® 200630170830

Note [il  The edited data must be confirmed with Save.

The plant name and address are displayed on the home page in the lower section
to easily ID the web server, even before logging in.

e

SIEMENS

Login

Sample alley
21 model street
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Alarms As soon as web server detects an alarm, it sends an alarm notification to the
designated email address(es):

SIEMENS

Q Resd i rogeess.
W Acausiton m pragress
a0

® 20062017 08:33

Emails are only sent if Enable alarm notifications via email is selected.

The alarm notification can be simultaneously sent to multiple recipients. Multiple
email addresses must be separated by a semi-colon (;).

The email subject line can be individually set to simplify classification in the event
of multiple plants.

Synco IC can simultaneously transmit alarm messages from multiple M-bus web
servers to multiple recipients.
Alarm messages in the cloud can be sent either with or without attachments.

Note The settings for the alarms in menu "Settings > System have no influence on the
Synco IC alarm notifications.

Note You can define the email structure in the Synco IC portal and save it as a template.
You can use templates for multiple plants and customize the configuration.

Additional information on setting up alarm notifications is available in the Synco IC
user guide, document A6V10500249. See Section "Reference documents”, pg. 7.

Confirm with Save.
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System settings System settings has four areas:

SIEMENS

System clock: You can automatically sync the system clock with the PC or
enter it manually.

the decimal separator.

System restart: You can remotely restart the web server with System
restart.

Reset access code local display

You can reset the access code for local access on web server. For security
reasons, immediately change the password locally on the web server after a
reset. See page 49

@ Report settings: You can select whether to use a period or a comma as

Important /\  The local access code cannot be entered remotely. You must visit the plant.

Maintenance The page is used to update the web server firmware. Firmware can be updated
online or offline. The firmware version can be installed directly from the Internet on
the web server (online) or via PC (offline).

Update firmware online Click 'Maintenance' to check whether a new version is available online.
? 0
i [Pantasa” | s | “Systom sectings | wsieeenance | sckupesore |
‘Settings
‘ 5“" v Firmware update (online)
| o3 Wied devi Versioninstalled > Firmware version:3.7_1.8_2.7  Web interface version:3.01 Meters ist:1.75
‘ ——

81/130

Siemens M-bus level converter and M-bus web server ABV11157985_en--_f
Smart Infrastructure 2021-06-21



You are notified that your system is up-to-date if no newer firmware version is
found.

SIEMENS

2) siomens AG ?®

v Firmware update (online)

® Version installed »  Firmware version:3.7_1.8_2.7 Web interface version:3.01 Meters list:1.75

& Latest version available on the server > 371827 Web ion:3.01 Meters list:1.75

@  Yoursystem is updated....

» Firmware update (offline)

You are notified that an update is available for your system if a newer firmware
version is found.

SIEMENS
(2) siemens AG [ NO)

v Firmware update (online)

® Version installed »  Firmware version:3.7_1.8_2.6 Web interface version:3.00 Meters ist:1.75
o Latest version available on the server »  Firmware version:3.7_1.8_2.7 Webinterface version:3.01 Meters list:1.75

> New update for your system is available....

ox

» Firmware update (offline)

© idie
@ idie

& 2

© 25/09/2019 11:56

Load firmware To load the available firmware on the web server, click 'Download'. As soon as the
firmware is loaded to the web server, the button 'Update’ is displayed.

Install firmware To install the firmware on the web server, click the 'Update’ button.
The update may take a few minutes. The web server restarts after the update. The
progress of the installation as well as the new start is displayed.
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Note

Update firmware offline

After restart, the log-in page for the web server displayed. Log on again on the web
server. Additional information on log in is available in the section 'Sign in

You can close and reopen the web browser if the update takes more than
15 minutes.

Check the update under 'Settings’ > 'System' > 'Maintenance', to ensure the

installed version on the server matches the available version. See section 'Update
firmware online'.

Firmware as of version is available online as of SIEWTV676_WI-2.47 FW-3.7-18-
2.6.

You can also update the firmware offline if you do not have an Internet connection.
Save the latest firmware on your PC.

To update the firmware offline, click button 'Select file' and select the firmware file
'xxx.bin" on your local folder.

SIEMENS

(2) siemens AG

e i K a ' s | Maintenance |
Settings.
e v Firmware update (online)

® Versioninstalled »  Firmware version:3.7_1.8_2.7 Web interface version:3.01 Meters list:1.75

[& = JO)

(o] Latest lable on the server b

.7.1.8.2.7  Webinterface version:3.01  Meters list:1.75

BB © ouwrgstemis pdited.

» Firmware update (offline)

® Version installed »  Firmware version:3.7_1.8_2.7 Web interface version:3.01  Meters list:1.75

[

The button ‘Update’ displays after selecting the firmware file.

For additional information on firmware installation on the web server, see section
'Install firmware'.
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Important

Backup/restore

Important

Data backup

Important

Important

Data restore

/A After a firmware update all data are available again. It is recommended to do a
backup and to save the data on a PC before the actualization.

All web server data is backed up and restored on this page.

SIEMENS

File rame Size Last modified Backup file status

wwwwwwww

/A We recommend regularly backing up web server data.

The following information is displayed on each data backup:

» File name

. Size

« Last modified

« Backup file status

The backup file can be downloaded on a PC by clicking # or the file name and
then uploaded to the same or another web server.

A Always copy backup files to your PC. This is the only way to load the backup file

from a defective web server to a new web server.

A The backup file is encrypted. The device data cannot be altered.

To transmit a backup file to web server, select the appropriate file (Select file) and
install (Load file).

Web server restarts after updating.

Install progress as well as restart is displayed.

Important /A This workflow irretrievably removes all data and settings on the current web server.
As a result, we recommend conducting a backup of the current data prior to
restoring.
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12.4.2 Network

Network settings

SIEMENS

Primary DNS

The following information and settings are available (for additional details, see
Section “M-bus commissioning on web server”, page 41):

Web server MAC address.

External port for web server: This setting is only used to add the external port to
the external IP address which is part of the email header. The external port
number must be the same as the external port number used in the port
forwarding settings of the router, see page 123.

Enable DHCP for the DHCP server (router) to automatically assign the IP
address.

Web server IP address if a fixed IP address is assigned.

Network mask.

Gateway IP address: IP address for the standard gateway (e.g. Router).
Primary DNS: The primary DNS name server (Domain Name System) address
Secondary DNS: Secondary DNS name server address

Click Save to confirm changes to the above parameters.

Important /A Be careful when changing these settings! Ask your local network administrator for
the required data on network configuration.

Web server is not suitable for connecting directly to the Internet; it must be
connected via a Firewall. This type of router typically has a firewall.

85/130

Siemens M-bus level converter and M-bus web server ABV11157985_en--_f

Smart Infrastructure

2021-06-21



WTV remote access

Web server WTV676.. and the router must be on the same network to use remote

access.

Check the IP address of the web server and the gateway (router) in menu 'Settings'

> 'Network' > 'Network settings".

¥ Network ETH | Type: LAN

MAC address FC:C2:3D:0E:24:E5

External port for web server 443

Enable DHCP  [J

IP address 192.168.1.108
Netmask 255.255.255.0
Gateway IP address 192.168.1.1
Primary DNS 192.168.1.1
Secondary DNS 8.8.8.8

Note [il Ask the network administrator when operating the web server on a customer’s
network.
Check the status of the Internet connection in menu 'Plant status' > 'System status'
> 'System information'. The same menu also displays if a connection is active to
Synco IC.
¥ General status
Inmmcﬁoﬂ Plant name :  Room 448 - Productive
Current [P address . 13818845241 Serial number 1 EV1G444144
- 5 ~ Wb access stats . @ Reachable Miodel s WTVGTH HBE03S
RS —
Wi status @ h.m{\;é{:wiﬁ?;éf;%sn Address @ Ziblerweg 9 - 1921680105
“ MAL addeess: ZCDDIGCINAID
WieFi Crsable Firmware version; 4920 3.1
Symeo IC reporting : @ Enabled Web interface version : 338
9 L
e
F
@ 210602021 13:52 o
Additional information on WTV remote access is available in section 'Connect web
server to PC or LAN', page 39.
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Email configuration The following data must be saved on web server to send emails:

SIEMENS

¥ Emal server ssttings

Server connection test

Email server settings The following email server settings are available:

o SMTP server name: The address for the SMTP server.

o SMTP port: The port number used by the SMTP server.

o SMTP security: Selection of either SSL or TLS security. The setting NO sends
the emails without encryption; do not use this setting for security reasons.

o SMTP authentication: Enter whether the SMPT server requires authentication.

« Sender name: Name of the sender that appears in the from email address in the
email.

« Sender email address: The email address of the sender

Important /A Be careful when changing these settings! Check with your email provider for the
required email server settings.

Click Save to confirm changes to the above parameters.

Email server settings You can test the server connection to the email server by sending yourself a report
to an email address of your choice.

The results are displayed as soon as the message is sent:

Test result

= Message has been sent successful using SMTP

Note [l The settings listed above are required for the web server to send alarms and
reports directly by email.
The settings above are not required if web server is integrated in Synco IC (you
can query the reports via Synco IC).
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Dynamic DNS

Dynamic DNS settings

Registration

Report dynamic address

The web server can communicate directly with the fixed IP address or domain if a
fixed IP address or domain (e.g. www.myname.com) is available for the Internet
connection.

SIEMENS

DNS servers are available on the Internet for dynamic IP addresses that connect
customized domain names with dynamic IP-Addresses of the web server.

You must first set up an account at the provider to use the DynDNS server.

The web server must inform the service of changes to the dynamic IP address for
the web server to communicate via the setup DynDNS service. The Dynamic DNS
must be set on the web server as follows:

« Enable Dynamic DNS settings: Allows web server to use a dynamic DNS service
« Server DynDNS: The following two Dynamic DNS providers are available:
- No-IP.com
- DynDNS.com
« Domain name: Name provided to you by your dynamic DNS supplier.
« Username: Username for accessing the dynamic DNS server
« Password: Password for accessing the dynamic DNS server

Important /A Be careful when changing these settings! Ask your network administrator for the
required data on network configuration.

Click 'Save' to confirm changes to the above parameters.

Note [l Dynamic DNS service must be set up if web server is not connected to Synco IC
and WTYV remote access is not needed. This ensures that the web server can
always be found on the Internet
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Server connection test

Device settings

You can test the connection to the DynDNS server.
The results are displayed.

¥ Server connection test

Last server response » nochg 85.4.236.248 @2018-05-25 04:55:03 Server connection test

Server No-IP.com response » nochg 85.4.236.248

12.4.3 Wired devices

In this panel, you have access to the device list and can change settings.

Note il The list is empty if no device search has been run. The devices that are found and
saved are displayed on the list after a device search.
n-uhm!us | Controllersettings | Device search - M-Bus fine M1M2 | Device search - W Bus fine ABC |
What are yt g for? Q ] Connected devices ° @ ‘_a @ 3]
v medium ¥ MBusiine ¥ Seriainumber ¥ Device name ¥ Description ¥ Manufacturer code @
Water M 5474140 DEV_05474140 PA_00D [T 1}
Warm Water MiM2 05474141 DEV_05474141 PA_DOD LSE E
Devicename ./ DEV._ 05474141 (**) Scan interval 1month ¥ s
Siemens
Description 1 #  PA_00O Install date 13/09/2019
Description2 /' Primaryaddress 0
1D Device 05474141-32650604 Baudrate 2400
Readby  Secondary address Manufacturercode  LSE
AEW310.2
Medium Warm Water ‘Version (HEX) 04
¥ Data Points settings (**) @
@ idie ¥ Meter alarm settings (**) @
&) 1dle
a0 ‘ Save. Select this option to apply the settings marked with (**) to all devices of the same brand and model
® 1111012019 11:37 3
The display is structured as follows:
@ Search field
@ List of all devices found on M-bus
@ Data points settings
@ Meter alarm settings
Search field Enter the serial number, device name, or device description to filter by wired M-bus
devices.
Press enter to display the search results.
Delete the content of the search field to remove the filter and press enter.
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Device list

90/130

v

Heat

Cooling energie

Heat/Caoling

v Serial number ¥ Device name

65589679 DEV_65589679

65589650 DEV_65589680

07922586 DEV_07923586

¥ Description

PA_000

PA_00D

PA_001

« First column: Displays the medium
o M-bus line: Displays the M-bus line to which the device is connected. Lines
M1M2 and ABC are available.

« Serial number: Displays the meter serial number

Eb

=)

E &

« Device name: Displays the meter name as entered under device name
« Description: Displays the text entered under Description 1

« = |ndicates that a product image is available for the device.

« Manufacturer code: Displays the 3-letter code of the device manufacturer.
« Delete: Click the trash can to delete the device from the list.

The list of wired devices can be exported as an .xls or .csv file, edited and then re-
imported.
It is easier to edit the device information in xls or csv formats, especially when
editing the fields for multiple devices.
Click the corresponding icon to export the list:

o)

A

7805 PA 000
28964 PA_000
71725 PA_000

65891387 PA_000
66287579 PA_000
67132999 PA 000

Serial number Device name (X) Description (X)

DEV_00007805
DEV_00028964
DEV_00071725
DEV_65891387
DEV_66287579
DEV_67132999

LSz
Lsz
WzG
LSE
LUG
LUG

Manufacturer code ‘Medium

M-Bus line

Breaker M1M2
Breaker M1M2
Warm Water M1M2

Heat M1M2
Heat M1M2
Heat M1M2

Save the changes and import the list using the following icon:
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Device settings

Note

Data Points settings

Click the device line to view the settings for the device:

Devicename /' DEV_65589680 (**) Scan interval 60min v Siemens.
Description1  / PA_000 Install date ~ 77/09/2016
Description 2 s Primary address o

IDDevice 65589680 Baudrate 300

Readby  Secondaryaddress Manufacturer code  LSE

. ) (**) WFN532 )
Medium  Cooling energie Version (HEX) 29 & )

Free text settings:

« Device name: You can assign a name to the device
(e.g. Apartment 123).

« Description 1: Device description as indicated in the device list.

« Description 2: Additional description

o Scaninterval: 15 min. /60 min., 6 h, 12 h, 1 day, 7 days, 1 month

« Installation date.

« The device image can be set by clicking the - as needed. You can select the
appropriate image from the web server device database.

Click 'Save' to save the edited values.

Query intervals are required to generate reports. A query interval can be
individually defined for each device. The interval determines the intervals at which
the device read outs are saved.

Additional information on query intervals is available in Section 'Creating reports’',
pg. 116.

Settings that cannot be changed:

« ID Device: Displays the device serial number

« Read by: Displays whether the meter is read via the primary or secondary
address.

« Medium: Displays the medium measured by the device.

« Primary address: Displays the device's primary address (1...250)

« Baud rate: Displays the transmission rate between the device and web server.

« Manufacturer code: Displays the manufacturer's code (if included in the
database).

« Version (HEX): Displays the device version.

SIEMENS

Gustom Report Trndreport

C oole|ac

98N KoMK U

=
=
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1
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1
1
=

e value for display on the Plant status/Wired
devices overview (see page 69).
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« User description: The data point designation can be edited.

« M-bus description: Data point designation as per the M-bus specification

« Standard report — Data point mapping: Assigns data points to predefined
columns on the standard report. Only one data point can be assigned to a
specific column for each device. Data points with the "none" setting are not
displayed in the standard report.

» Custom Report — Data point to be included: Select the data points to be included
in the custom report.

« Trend report — Data point to be included (x): Select the data points for inclusion
in the trend file. The (x) selects all checkboxes for the entire column.

“ ”,

s Energy Energy none v ¢

Multiplier 0.1

storage o

Subunit o

Tariff o

iype value Instantaneus Value

Units Kwh

Click the "..." column to display additional details (Multiplier, Storage, Subunit,
Tariff, Type value und Units) on the selected data point. The details can help you
come up with a meaningful user description.

Click Save to save the edited settings.

Alarm settings Each device as a series of error messages available to it over M-bus.
meters

SIEMENS

e/ Apatment1A (**)5cn imterval  Omin ¥

# mono sl date 1500612016
@ wres terces Descripion2  # Primary address 0 wi
1D Device 66071928 Baudrate 2400 —

Meadby  Secondary addiess

Event ype Status

v 1o apply With (%) to alt devices

® 20062017 08:42
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Note

Controller settings

The following information and settings are available.

« LOG: Displays whether the error message was registered in the event log.

« Email: Displays whether an email was sent due to the error message.

« Event name: The event name is predefined. It can, however, be changed as
needed.

« Event type: Displays the event type received from the device.

« Status: Displays whether the alarm is active or not active.

106 Email Event name Event type Status

v v #  application_busy ) M-bus status notification Not active

Actions ¥ Add to log ¥ send email

» Bit8  Bit7  Bit6  Bit5 Bit4  Bit3 Bit2  Biti
Input condition

Click "..." to open a new pane with the following settings:

« Actions:
- Add to log: Select whether this alarm is added to the event log.
- Send email: Select whether notification is sent by email when this alarm
occurs.
« Input conditions:
You can select the bit from the M-bus status byte for the device that represents
the corresponding alarm notification.

Click Save to apply the alarm settings. You must confirm to apply the settings!
Settings identified by (**) can transfer the settings to all devices of one type by

selecting the check box if multiple devices of the same type are installed on the
plant.

‘ Save | Select this option to apply the settings marked with (**) to all devices of the same brand and model

In this panel, you have access to the device list (controllers) and can change
settings.

Note [il The list is empty if no device search has been run. The devices that are found and
saved are displayed on the list after a device search.
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SIEMENS

CEzma 2 ©

“ = . e e
‘ ‘ What are you looking for? @ Q

‘ o’

Connected devices () + €

¥ Devicetype ¥ M-Busline ¥ Serial number ¥ Device name ¥ Description ¥ Plant type W
I | @ RD240  MIMZ 00007178 RVD_00007118 RVD_PA_002 @ 14 ]
\_ J RVD210  MiMZ 00013872 RVD_00013873 RVD_PA_000 10 o]
BB o o o o e @ :
Devicename  / RVD_00007118 (**)Scaninterval  1d - Plant diagram
1-4 oy
Description1 ./ RVD PA 002 (**) Alarm readinginterval  60min v 3 B 2600
o
——
&
Description2 (**) Trend reading interval 60min v HF08E ot
B12 2800
L0
IDDevice  00007118-32742029 Primary address 2 L) m
v denz @
83
Readby  Secondary address Baudrate 2400
Y5 ©B71 bBa2 WS
Installdate  24/09/2019 @ Manufacturer code  LSZ
Model  RVD240 Version (HEX) 29 Plant type [51] 14
© ue | Openan Application block - Data Points settings (**)
) idie
¥ 1-Setpoint f#d

oo
© 061172019 1238 Wil @

The display is structed as follows:
@ Search field

@ List of all controllers (device list) found on M-bus
@ Settings that can be edited (Device details)
@ Data point settings

Search field Enter the serial number, device name, or device description in the search field to
filter by devices.
Press enter to display the search results.
Delete the content of the search field to remove the filter and press enter.

Device list ¥ Devicetype ¥ M-Busline Y Serial number ¥ Device name ¥ Description ¥ Plant type ” @
@ RrvD210 M1M2 00007118 RVD_00007118 RVD_PA_002 @ 14 o
@ RvD210 M1M2 00013873 RVD_00013873 RVD_PA_000 @ 10 0]
@ RvD230 M1M2 00050240 RVD_00050240 RVD_PA_000 @ 10 W

« First column: Displays the medium

« M-bus line: Displays the M-bus line to which the device is connected. Lines
M1M2 and ABC are available.

« Serial number: Displays the device serial number

« Device name: Displays the device name as entered under device name

« Description: Displays the text entered under Description 1

« Plant type: Displays the plant type. The number of the plant diagram is displayed
to the right of the symbol.

« Delete: Click the trash can to delete the device from the list.

The list of controllers can be exported as an .xls or .csv file, edited and then re-
imported.
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Device details

It is easier to edit the device information in xIs or csv formats, especially when
editing the fields for multiple devices.
Click the corresponding icon to export the list:

) & )

You can edit the fields in the columns 'Device name (X)' and 'Description (X)'.

Serial number  Device name (X) Description (X) Device type Planttype M-Bus line
00007118 RVD_00007118 RVD_PA_002 RVD240 1-4 M1M2
00013873 RVD_00013873 RVD_PA_000 RVD240 1-0 M1M2
00050240 RVD_00050240 RVD_PA_000 RVD230 1-0 M1M2

Save the changes and import the list using the following icon:

Click the device line to view all settings for the device that can be edited:

‘ & RvD230 M1M2 00050240 RVD_00050240 RVD_PA_000 @ 10 @
Device name 7 RVD_00050240 (**) Scan interval 1d v Plant diagram
Description 1 7 RVD_PA_000 (**) Alarm reading interval 60 min ¥
Description 2 / (**) Trend reading interval 60min v 1-0 c*:\
B9 B1 AsO
Q.
ID Device 00050240-327A2029 Primary address [ J—j—mﬁﬁ
Y1 OB7 B71 Q1
Read by Secondary address Baudrate 2400
Install date 13/09/2019 Manufacturer code LSz
Model RVD230 Version (HEX) 29 Plant type [51] 1-0

Free text settings:

« Device name: You can assign a name to the device
(e.g. Apartment 123).

« Description 1: Device description as indicated in the device list under
‘Description’ (e.g. Apartment 123).

« Description 2: Additional description

« Scan interval: 60 min., 6 h, 12 h, 1 day, 7 days, 1 month

« Alarm read out interval: 60 min, 6 h, 12 h, 1 day, 7 days

« Installation date

« Trend read interval: 15 min / 60 min, 6 h, 12 h, 1 day, 7 days, 1 month

Click 'Save' to save the edited values.
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Note [il Query intervals are required to generate reports. A query interval can be
individually defined for each device. The interval determines the intervals at which
the device read outs are saved.

Additional information on query intervals is available in Section 'Creating reports’',
pg. 116.

Settings that cannot be changed:

« ID Device: Displays the device serial number

« Read by: Displays whether the device is read via the primary or secondary
address.

« Medium: Displays the medium measured by the device.

« Primary address: Displays the device's primary address (1...250)

« Baud rate: Displays the transmission rate between the device and web server.

« Manufacturer code: Displays the manufacturer's code (if included in the
database).

« Version (HEX): Displays the device version.

« Plant diagram: Displays the plant type.

Data point settings

Open all Application block - Data Points settings (**)

¥ 1-Setpoint Q
¥ 2-Plantli0

¥ 3 - Device identification and errors

¥ 4-Global configuration

¥ 5- Device configuration

¥ 6-Heatcircuit 1 and 2

¥ 8- Connection settings

¥ 9-Load Management

¥ 10 - Switching program for heat circuit 1

¥ 13 -Service

Save Select this option to apply the settings marked with (**) to all devices of the same brand and model

The following application blocks are available:
e 1. Setpoint

. Plant 110

. Device ID and error

. General configuration

. Device configuration

. Heating circuit 1 and 2

DHW

. Connection settings

¢ 9. Load management

¢ 10. Scheduler program for heating circuit 1
¢ 11. Scheduler program for heating circuit 2
e 12. Scheduler program for DHW

e 13. Service

[ ]
©ONO A WN

Click button 'Open all' to expand all application block and display individual data
points (drop-down list).
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Select the data points (check box) for inclusion in the trend file.

You can set a data point as the main value for each application block. The main
value is displayed in the overview 'Plant state' > 'Controller'. See section 'Wired
devices' as of pg. 89.

Clicking button 'Close all' hides the data points on all the application blocks.

Note [il  Plant type determines which application blocks are enabled and which data points
are shown.

Click 'Save' to save the edited settings.

Note [il  If multiple devices of the same type (make and model) are installed on a plant,
settings identified by (**) can be transmitted by selecting the checkbox on all
devices of this type.

Note [il  We recommend creating a backup after commissioning and setting the parameters.
This backup can restore the configuration at any time.

Additional information on creating a backup is available in section 'Create backup
file', page 74.

Device search You can select the M-bus line to scan for the device search.

You can either perform the device search individually on line M1M2 or line ABC
respectively, or search both lines in parallel.
You can also select whether to use the default settings or whether to search by
specific criteria.
Total devices found: Displays the number of meter and number of controllers.
SIEMENS

V Use defaul settings @ | surtscan
I ———i— o

Total devices found () New devices found: 0 (RVD: 3 Meters: 2)

The entire bus is scanned for connected M-bus devices if Use default settings is
selected and you click Start scan.

Note [il  Start by scanning with Use default settings. Only use the customized device
search if the search by default settings fails to recognize one or more devices. This
can be the case if a data collision occurs on the bus during the automatic search or
if the device does not operate at the standard baud rate (refer to the device
documentation for the data).

Web server searches for devices by the secondary address at a baud rate of
2400 bps.
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Customized search
M-bus-line M1M2
M-bus line ABC

98 /130

SIEMENS

2) siemens AG PO

A p—

Search by primary address

Digit 1 Digit2 Digit3 Digit4 Digit5 Digit6 Digit7 Digit8

Search by secondary address ¥ [y [y v| [x v| [x v/ [x v| [x | [x v| [x v| @

300 600 bps 1200 by
Search baudrate e > -

@ 2400bps ) 4800bps ) 9600 bps

« Search finished +

0%

Total devices found () New devices found: 0 (AvD: 3 « Meters: 2)

You can customize a search to search on both M-bus lines by the following criteria:

e Primary address
e Secondary address
e Baud rate

Search by primary address:

You can select or clear a search by primary address.

o First address: You can define the start address for the search.

« Last address: You can define the end address for the search.

« Single address to scan: You can scan by a specific primary address.

Siemens
Smart Infrastructure

M-bus level converter and M-bus web server A6V11157985_en--_f
Web server browser operation 2021-06-21



Search results

Important

Search by secondary address:
You can select or clear a search by secondary address (serial number).

SIEMENS

Search by primary address (]

PRI

[ vigie1 |9 | bigits Digit# Digit Digit6 Digit7 Digits
Search by secondaryaddress 1 [715] = F= (S (fEI I B @

O 50060 0l 600bps 01 12001
‘Search baudrate " " e
2 2400bps [ 4500 ps [ 9600 bps

« Search finished +

© ide 0%
© ide

a8

© osmazoisorse rotadevics ot ) ew devices found: 25

To shorten the search time, you can limit the search range for secondary
addresses using the settings for Digit 1 through Digit 8.

Search baud rate:
You can enter the corresponding baud rate for the device search if devices deviate
from the default baud rate (refer to the device documentation for the baud rate).

You can search for devices by a specific baud rate (300 /600 / 1200 / 2400 / 4800 /
9600 bps).

Multiple baud rates can be selected as well. The device search is longer, if multiple
baud rates are selected at the same time.

Click Start scan.
Progress is indicated by the progress bar.

SIEMENS
( 5 ?®
N ey I (e T
= o)

E \
1 |
E \
| @ |

s N

Totaldevices found (§) New devices found: 0 (RVD: 3 + Meters: 0)

Serial number Primary address. Medium Manufacturer code Device name.

™ 00050240 o

@ RVD_00050240
u 00013873 o VD controter sz RVD_00013873

n 00007118 2 RVD contioller [yt #vD_00007118

All found devices are listed at the conclusion of the device search. Select one or
more devices and Add, to add the new devices to the device list.

Devices that are not saved are rejected.

The following must be listed at a minimum for any found device:

« Serial number

o Primary address

e Medium

« Manufacturer code with optional device image
« Automatically generated device name
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Device settings

12.4.4 Wireless devices

In this panel, you have access to the list of wireless devices and can change

settings.
Note il The list is empty if no device search has been run. The meters that are found and
saved are displayed on the list after a device search.
SIEMENS
] i eV 92160042 o s ]
(V] [romp— DEV_ 00000899 @ v | ]
(/] oo sems 'DEV_00000840 o wee L]
Device name 7 DEV 69017403 1**) Scan interval 12 ¥
) Encryptionkey  # ssesssssesssesss Cormct hey
Acqisition i progress. P Select this i arked with (* *) il o of the same brand and model
a2 10 apply the the sarme brand and madel
@ 20062017 10:45
The display is structured as follows:
@ List of all devices found on M-bus
@ Device settings
@ Data points settings
@ Meter alarm settings
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Device list

Device settings

=]

¥ log ¥ Enciyption ¥ Medium ¥ Serialnumber ¥ Device name ¥ Description ¥ Manufacturer code

Ep

L § Heat 69017403 DEV_69017403

[S

= ]

aQ Heat 69017404 DEV_69017404

E
&
=

=)

a Heat 69017915 DEV_69017915

E
&
E]

HCA 70480236 DEV_70480236

»  ©

HCA 92160042 DEV_92160042

[

=

Room sensor 00000839 DEV_00000839

e 2B B B B B
2 @
=) =Y

= I

O 00000 O0

Room sensor 00000840 DEV_00000840

£
5

« First column: Indicates whether the device was accepted or not

« Encryption: Indicates whether the device is encrypted

o Medium: Displays the medium

« Serial number: Displays the meter serial number

« Device name: Displays the meter name as entered under device name
« Description: Displays the text entered under Description 1

« @ :Indicates that a product image is available for the device.

« Manufacturer code: Displays the 3-letter code of the device manufacturer.
« Delete: Click the trash can to delete the device from the list.

The list of wireless devices can be exported as an .xls or .csv file. Click the
corresponding symbol:

The list of wireless devices can be exported as an .xls or .csv file, edited and then
re-imported.

It is easier to edit the device information in xIs or csv formats, especially when
editing the fields or multiple devices.

Click the corresponding icon to export the list:

@) & mw

You can edit fields in the Device name (X) and Description (X) columns.

Serial number Device name (X) 'Description (X) Manufacturer code Medium AES Key Current status
65707854 DEV_65707854 LSE Heat NO OK
57794606 DEV_57794606 LSE Water NO OK
57794605 DEV_57794605 LSE Water NO OK
90546092 DEV_90546092 LSE HCA NO OK
90546089 DEV_90546089 LSE HCA NO OK
65707855 DEV_65707855 LSE Cooling energy NO OK

Save the changes and import the list using the following icon:

Click the device line to view the settings for the device:

Device name #  DEV_65589680 (**) Scan interval 60min v Siemens v

Description 1/ PA_000 Install date ~ 71/09/2016
Description2 /' Primaryaddress 0 .
.
’ N Q L]
ID Device 65589680 Baudrate 300
.
Readby  Secondary address Manufacturer code  LSE
. (<) (**) WFN532 S
Medium  Cooling energie Version (HEX) 29 2/
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Note [il

Data Points settings

102 /130

Free text settings:

« Device name: You can assign a name to the device
(e.g. Apartment 123).

« Description 1: Device description as indicated in the device list.

« Description 2: Additional description

o Scaninterval: 15 min. /60 min., 6 h, 12 h, 1 day, 7 days, 1 month

« Installation date.

« The device image can be set by clicking the ~ as needed. You can select the
appropriate image from the web server device database.

Click Save to save the edited values.

Query intervals are required to generate reports. A query interval can be
individually defined for each device. The interval determines the intervals at which
the device read outs are saved.

Additional information on query intervals is available in Section 'Creating reports’',
pg. 116.

Settings that cannot be changed:

« ID Device: Displays the device serial number

o Medium (HEX): Displays the medium measured by the device.

« Manufacturer code: Displays the manufacturer's code (if included in the
database).

« Radio mode: Indicates the device’s radio mode.

« Encryption: Indicates whether encryption is enabled or disabled

« Encryption key: AES-128 key for encrypting messages.

SIEMENS
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« Main Value: You can select the value for display on the Plant status/Wireless
overview (see page 69).

« User description: The data point designation can be edited.

« M-bus description: Data point designation as per the M-bus specification

« Standard report — Data point mapping: Assigns data points to predefined
columns on the standard report. Only one data point can be assigned to a
specific column for each device. Data points with the "none" setting are not
displayed in the standard report.

» Custom Report — Data point to be included: Select the data points to be included
in the custom report.

« Trend report — Data point to be Included (x): Select the data points for inclusion
in the trend file. The (x) enables all check boxes for the entire column.

« Click the "..." column to display additional details (Storage, Subunit, Tariff, Type
value) on the selected data point. The details can help you come up with a
meaningful user description.
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Alarm settings Each device as a series of error messages available to it over M-bus.
meters

“ Devicename  # OEV_ 69017404 (**) Scan interval 12hs v ’
Siemens
j Descrigtion 1~ installdate 194062017
. Descrption 2 # Manufacturer cage UG "
( =
P
(s DDevice 6901740432740 Wirdess Mbusmode 5 = a
e Medium (HEX) et (04) Eeryption  Moade 5
oy 2304210

() Encryptionkey /' ssmsssasssssians

¥ Duta Poines setings (+*)

¥ Mates alarm seings (%)

106 Email Eventname £vent e Sutus

v ; 7 Bttwylow

® 20062017 1049

= Seloct ths option ta appy the settings marked with (**) 10 al devices of the same brand and model

The following information and settings are available.

« LOG: Displays whether the error message was registered in the event log.

« Email: Displays whether an email was sent due to the error message.

« Event name: The event name is predefined. It can, however, be changed as
needed.

« Event type: Displays the event type received from the device.

« Status: Displays whether the alarm is active or not active.

L0G Email Event name Event type Status

v v #  application_busy ) M-bus status notification Not active

Actions  ¥| Add to log ¥ Send email

i Bit8  Bit7  Bit6  Bits5  Bit4  Bit3  Bit2  Bit1
Input condition

v

Click "..." to open a new pane with the following settings:
« Actions:

- Add to log: Select whether this alarm is added to the event log.

- Send email: Select whether notification is sent by email when this alarm
occurs.

« Input conditions:

You can select the bit from the M-bus status byte for the device that represents
the corresponding alarm notification.

Click Save to apply the alarm settings. You must confirm to apply the settings!

Note [il  Settings identified by (**) can transfer the settings to all device of one type by
selecting the check box if multiple meters of the same type are installed on the
plant.

Select this option to apply the settings marked with (**) to all devices of the same brand and model
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Device search For device search, you can select whether to search for an RF converter on a
specific mesh network or for a wireless meter that communicates with a specific RF
converter within an M-bus radio network.

¥ Setus wireless m-bus nstwork

¥ Setup mesh network

ol.
Hop 0 .
—/
SelectAl (] | Total devices found: 80 = New devices found: 73 Fierifetime (ms) o v:m v:ia
Lo aj 0000001 [ ccoonnon 0
oo m oot |
o} oo 1eco ]

00120003 m i oaz0a74 o P 00300074

Configure M-bus network  The RF converter and wireless devices communication over the M-bus wireless
network.
Settings that can be freely edited:
. Global encryption key: The global encryption is used during the
automatic search.
. Global AES Key 1: The global encryption key is used during the
automatic search.
. Global AES Key 2: The global encryption key is used during automatic
search.
. M-bus wireless operation mode: You can enter the M-bus operation
mode. The following values are available: C+T,S, T,C+ T, S& C+T.
You can further limit the search to devices in installation mode only
(SND_IR).
. Acquisition phase duration: You can enter the duration of the device
search in hours (1 to 24).
Click Save to save the changed values.

¥ Setup wireless m-bus network
Enable glohal encryption key il

Global AESKey 1 #  seesrssessssssssssssssssansasses @
Global AES Key2  / sossssssssasssssssssssnssnsasses @

S & 04T @ ] During the scan, accept only devices that transmit in Installation mode (SND_IR)

Operating Modes of Wireless M-Bus X
[ Read devices with walk-by telegrams only

Acquisition phase duration 12 Hours

| Save |

Option You can select both check boxes as an option to further limit the device scan:
« "During this scan, accept only devices that transmit in Installation mode
(SND_IR)": Use this function for plant extension or when exchanging devices.
The scan is only by new devices in installation mode.
"Read device with walk-by telegrams only": This function is only used to scan for
devices that communicate in walk-by mode. The goal is for remote readout of walk-
by device over web server access.
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Configure mesh network

Search results

Device list

Web server and RF converters communicated over a mesh RF protocol (Backbone

network).
Settings that can be freely edited:
. Mesh ID: You can enter the mesh ID for the mesh network. Ensure that
all RF converters are on the same mesh network.
. Channel: For faults, you can enter the channel ID for the desired RF
converter.

Click Save to save the changed values.

¥ Setup mesh network

MeshiD 1 v @
Channel 13 v ®

Click Start search to start the search.

The wireless symbol flashes while searching.

Ende des Suchlauts

Erfassung im Gang ()

All found devices are listed at the conclusion of the device search. Select one or
more devices and click Add, to add the new devices to the device list.
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You can add the devices to the device list that were newly found or need to be
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Important /\  Devices that are not saved are rejected.

The following must be listed at a minimum for any found device:

« Serial number

o Medium

« Manufacturer code with optional device image
« Automatically generated device name

12.4.5 Inputs/outputs

The web server has three digital inputs (11, 12, 13) and 2 digital outputs (O1, 02).
SIEMENS

Digital inputs/outputs The following settings are possible on each digital input and output:

« Description: Each input/output can be labeled with an individual name.
« Add to log: Select whether to log a change of state to an input/output in the
event log:
- Never
- Open: Only if the state is open or changes to open.
- Closed: Only if the state is closed or changes to closed.
- Open/close: For any change of state.
o Email: Select whether to send an email (see Settings / System / Alarms), if the
input/output registers a change of state:
- Never
— Open: Only if the state is open or changes to open.
- Closed: Only if the state is closed or changes to closed.
- Open/close: For any change of state.

You can also select the output state for an output after a loss of power:

« Hold the last output state.
« Set to default state "open".

Click Save to save the edited settings.
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12.5 Export data

Data logged by web server on one or more devices can be exported as a report for
further processing.

There are two ways to create a report:

o Manual reports
e Automatic reports

12.5.1 Manual reports

Create report The meter must first be read to create a report. Click Read now to read the device.

SIEMENS

YT pr— [rp— a uwe
e veat 69017404 DEV_69017404 a ws
* o bea 69017975 DEV_6501 7915 o G
E 70480236 DEV_70480236 [ Nt3
E 92160042 DEV_92160002 [ t3
¥ #4 oo sensar 00000858 DEV_DODOOE3S 8 wer
¥ 84 Hoom sensar 00000840 DEV_DO00OBSD B wer
” Hea 66071928 Apartment 1A PA_D0O [t
- 23282574 PA_D00 [ =23
- Heat 5976339 D00 a s
- 5990398 DEV_s5asain 000 a s
” Heat 65091678 DEV. 66091674 MIs? a we
” et 66336660 DEV_66336640 8003 a ws

fo v y— ) )

Create report | Report type Standard Report . Select day 20170620 File type s

B9 Acquisition in progress.
a2

® 20062017 10:56

Select the devices to be included in the report.
Select the check box in the title line to select all the devices on the list.

Read now | Connected devices °

v ¥ Serial number ¥ Device narme ¥ Description ¥ Manufacturer code
¥ Heat 65589679 DEV_65589679 PA_000 & s
@ Cooling energie 65589680 DEV_65589680 PA_0DO & 1sE
@ HeatiCooling 07923586 DEV_07923586 PA_001 B ise

Report type Standard Report v Select day 2016-09-15 File type xls v

Note [il  To simplify the search for the desired device, sort the list alphabetically by clicking
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The following selections need to be made before you can generate the report:

o Report type: Select between:

- Standard report:
This report includes only the data points on devices that were assigned a
standard column in the device settings.

— Custom report:
This report includes only data points on devices selected in the Custom report
column in device settings.

- Report all data:
This report includes all data points from all devices.

— Trend report:
The report includes only the data points selected in the device settings in the
"Trend file" column. A history trend file includes an evaluation of meter data in
the past. History trend files can be created in the "Manual reports" menu.
Trend files in the future are created in the "Automatic reports" menu.
Additional information is available in Section 'Creating reports', pg, 116.

o Select day: Select the read date (start date) of device data used for the report.
The current date is always the default date. You can also select a date in the
past. The selection applies to report types "Standard Report", "Custom Report"
and "All Data Report".

¢ For history trend files, set a start and end date with start and end time.

Note [i] A start and end data in the future is not permitted for history trend files. The
number of read outs is in red font if the entry is erroneous.
The number of read outs is also in red font is the selected timeframe for read
outs is too large. Shorten the timeframe in this case or reduce the number of
data points.
Reportiype  Trend report M startdate 2080924 swrttime 00 [v]: 00 [v] Iremd report summary
Data point No: 3
Enddate 20780923 Endtime 23 [~v|: 45 || ME“”““‘;’S&Z:T‘@;‘]"“
o File type: Select one of the following file formats:
- .csv format: Exports the data as a .csv file.
- XxlIsformat: Exports the data as an .xls file.
- .txt format: Exports the data as a .txt file.
Click Create report to generate the report and start the download. The filename is
automatically generated.
Additional information on the various report types is available in section “Creating
reports”, page 116.
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12.5.2 Setup automatic reports

Setup automatic reports Read and post now immediately reads all the devices on the overview list and
sends the data per the settings below.
SIEMENS
== S -

@ heat 65570456 DV 65574466 st Daily v

© reat 5707852 DEV_ 65707852 Qs Daiyy v
© teat 6o137158  DEV.66437158 s Daity @ vl
© teat Gomsso DEV.6937ESO we Daity v

© amweer 05205139 DEV.0s205139 e oy &

v Email Enable automatic reports via email (V]

@ idie

¥ FIP server settings for automatic eport transmission @ @ Enable automatic reports via F1P [
© e

save Reporttype  Standard Report v Filetype s V] postiime 08 v : o0 [V

The following data is available on each device:

o Medium

« Serial number

» Device name

« Description

» Manufacturer code
« Report interval

@ Report interval
Select the interval for generating a report.

¥ Set report interval < Select and apply to all > v
None r
Daily
Weekly

| Monthly

Every three months
| Every four months
| Every six months
Annualy

The following options are available:

‘ Every two months

None: No report is generated.

« Daily: The report is generated daily at “post time” for the previous 24
hours.

o Weekly: The report is generated on Monday at “post time” for the last
week.

« Monthly: The report is generated on the last day of the month at “post
time”.

« All 2 months: The report is generated on the last day of the second month
at “post time” for the last two months.

« All 3 months: The report is generated on the last day of the third month at
“post time” for the last three months.

« All 4 months: The report is generated on the last day of the fourth month at
“post time” for the last four months.

« All 6 months: The report is generated on the last day of the sixth month at
“post time” for the last six months.
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« Annually: The report is generated on the last day of the year at midnight
for the previous year.

Selecting a report interval in the title applies the setting to all devices on the
list.

Click Save to save your entries.

Set up FTP server for automatic report transmission

Select Enable automatic reports via FTP if each report is sent to an FTP
server and enter the FTP server information.

¥ FTP server settings for automatic report transmission Enable automatic reports via FTP

FTP server name
Remote path
FTP server port 22

FTPprotocol  SFTP - File Transfer rotocol (SSH) v | server conmection test

o FTP server name: Enter the address for the FTP server
« Path (Remote): You can enter a path on the FTP server for saving reports.
o FTP server port: Enter the port for the FTP server
o FTP protocol: Select the FTP protocol. The following protocols are

available:

- SFTP - File Transfer Protocol (SSH)

- FTP —File Transfer Protocol (TLS)

- FTP — Unencrypted (unsecured)

We recommend against using “FTP- unencrypted” for security reasons.

« Username: Username to access the FTP server.
« Password: Password for FTP server access

Click Server connection test to test the connection to the FTP server. The
file ftp_test_connection.txt is saved to the FTP server.

Click Save to save your entries.
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@ Set up email address for automatic report transmission

Select Enable automatic reports via email to send a report to one or more
email addresses and enter the corresponding email addresses including the
subject line.

¥ Email adress settings for automatic report transmission b S e e
To:  supportmetering.ch@siemens.com

[«3

Bec

Subject  Consumption data overview

You can separate individual addresses with the semicolon (;) if a report is
sent to multiple addresses.

Click Save to save your entries.

The following settings are required to generate automatic reports:

o Report type: Select between (for details, see “Manual reports”, page 107):
- Standard report
- Custom report
- Report "All data"

Additional information on the various report types is available in Section “Creating
reports”, page 116.

o File type: Select one of the following file formats:
- .csv format: Exports the data as a .csv file.
- XxlIsformat: Exports the data as an .xls file.
- .txtformat:  Exports the data as a .txt file.

¢ Post time: The time the readout of the selected devices is performed and the
report file is generated and sent out.

Please note that this can take several minutes depending on the number of
devices and the M-bus baud rate.

Click Save to save your entries.
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Set up Synco IC reports In addition to automatic transmission of reports per FTP server and email, reports
can also be transmitted automatically to the cloud Synco IC and stored at a
centralized location.

SIEMENS

(-

e ©)
@ S .

© 080320190713

@ Enable Synco IC reporting
Enable the check box "Enable Synco IC reporting"”, if reports are
automatically transmitted effective immediately.
Simply clear the check box to stop the transmission of reports at any time.

The following options are available for setting report transmission:
@ Post time

Select the time to send the reports (applies to all reports).

Post time i0 E| M 75
30
45

You can send the time to within 15 minutes.
Click 'Save' to save the entries
@ Status of Synco IC reporting

The status for automatic transmission of Synco IC reports changes to
"enabled" when the "Enable Synco IC reports” is check box is selected.
You can enable or disable the "Enable Synco IC reporting" check box at
any time. The status changes to "Manually stopped" after disabling and no
more reports are transmitted to Synco IC.
The status "Not enabled" displays at first log in.

@ Activation key

The activation key is required to register the web server in the Synco IC
portal. Additional information on web server registration is available in
Section "Web server integration in Synco IC", pg. 44.
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Settings Files/Services

Select the check box or boxes alongside the files and services to be sent to
Synco IC. You can make multiple selections.

Settings files/services:

¢ Billing file

¢ Alarm

The following files and services are available.

¢ Billing file: This file includes the consumption data and device
information from devices such as
wireless and wired meters and sensors.

¢ Alarms: Web server alarms transmitted to Synco IC. In addition, the
last corresponding alarm file is saved in Synco IC. An email
notification is sent per Synco IC user settings
as soon as the web server detects an alarm.

The billing files and alarms are enabled by default.
Click Save to save your entries.

Set report interval
Select the interval for generating a report.

Mornthiy

Set report interval
Weekiy

The following options are available:

e Daily: The report is generated daily at the present post time for the
previous 24 hours.

o Weekly: The report is sent each Monday at the present post time for
the last week.

e Monthly: The report is generated on the first day of the month at the
present post time for the last month.

Default settings:
¢ Billing file: Monthly
e Alarms: Daily

Click Save to save your entries.

@ Report type
You must select the report type to generate automatic reports:

e Custom report
e Standard report
e Report "All data"

Billing file type

Standard Report
Al Data Report

A custom report is generated by default.
Details on report types is available in Section "Creating reports”, pg. 116.

Click Save to save your entries.
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Note
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Settings Trend report — Future

A trend in the future includes an evaluation of the meter data over a timeframe
set in the future.

¥ Trend file Endless (o) ¥
Set report interval
Daily v

Select the "Trend file" check box to create a trend file in the future and set a
start and end date with start and end time in the future. A trend file is sent to
the Synco IC cloud as soon as the web server creates a trend over this
timeframe.

The trend files and alarm reports include both meter and controller data.
Trend files are cleared by default.

A start and end date in the past are not permitted for trend files in the future.
The number of read outs is listed in red font under "Trend file summary" if the
entry is erroneous.

The number of read outs is also in red font is the selected timeframe for read
outs is too large. Shorten the timeframe in this case or reduce the number of
data points.

Trend file Endless (=) Startdate  2019-03-14  Starttime 07 v 30 v Tretidk iapoct o
Devices No :
Data point No :

Daily v Enddate  20719-03-07 End time 07 ¥ : 00 v Meter readout interval
Readout No :

Setreport interval

Report interval
As an option, you can create a monitoring report for meter data.
Set the interval at which an interim report of meter data is created.

The check box 'Endless' determines whether interim reports are created for an
unspecified period or whether an overall report is created on the entered end
date.

If cleared, the overall report is sent to Synco IC on the preset end date.

Daily v
None

| Daily |
Weekly
Monthly

The following settings are available:
o Daily: The report is created at the preset post time for the previous 24
hours and sent to Synco IC.
o Weekly: The trend file is sent each Monday at the preset post time for
the past week and sent to Synco IC.
e Monthly: The trend file is created on the first day of each month at the
present post time for the past month and sent to Synco IC.

“Daily” is the default setting.
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Note

Very important

Readout mobile data

(10)

A

The check box 'Endless' is hidden if no report interval is selected.

The 'Save' button saves the entries. The date and time of the last save is
displayed to the right of the button after saving.

Delete SyncolC data incl. Disable SyncolC reporting
For a change of web server ownership only: Click the button "Delete and
Disable".

Delete SyncolC Data incl. Disable SyncolC reporting Delete and Disable

Caution: The function "Delete SyncolC data incl. Disable Synco IC reporting"
irretrievably deletes all data and resets the

status for "Enable Synco IC reports" to "Disabled".

All Synco IC procedures must be reassigned.

Your mobile device can be comfortably read out the meter data on site and
download it to your mobile device, regardless of platform.

Make sure the WLAN connection and 'Mobile' option are enabled.

Additional information on the WLAN connection is available in section 'WLAN
connection', page 59.

Connect your mobile device to web server and login with your username and
password.

Additional information on connecting your mobile device and logging in is available
in section 'Mobile' option, page 63.

Simple view The following view displays after logging in.
SIEMENS €]
‘ BOWNLOAD
——
EVIE444161
Model
s
Via Delle Querce 11/13
oK
Current IP address
ettineete
sl wTvEsEvIEN418)
Wi-Fi address: 192.168.0.10
MAC address: 7C:DD:90.C9:1A.01
Note The view on your mobile device is simplified. As a consequence, you are unable to
run all applications; you can only download reports and read out meter data.
Note You cannot select the report type when reading out the web server on your mobile
device via WLAN. The web server sends the last report type selected in menu
'Setup automatic reports’.
Additional information on automatic reports is available in section 'Setup automatic
reports', page 109.
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Download report Click ‘Download report' to download meter data from the last readout as a report on
your mobile device.

Read out meter data Click 'Read and post now' to read out the data from all connected meters. The
procedure may take several minutes.

Note Select 'Disable' to disconnect the WLAN as soon as the meter data is read out or
the report is downloaded.

Wi-Fi

Deaktiviersn

You can forward the report per email from your mobile device to the appropriate
recipient.

12.5.3 Creating reports

Reports can be sent via:

e Email
e FTP server
e SyncoIC
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Email The email looks as follows:

Betreff: Consumption data Sample alley

| Nachricht @_] FC_report_EV16444144 2018-06-05_07-43.xls (22 KE)

SIEMENS

2018-06-05 07:46:51 | WTV676-HB6035 Automatic Report

Plant name: Sample alley
Address: 21 model street
Current [P address:

Model: WIV676-HB6033
System clock: 2018-06-03 07:46:51
Firmware version: 2516253

Web mterface version: 221

Serial number: EVigdddldd

o Header: See settings in Section "Setup automatic reports", page 109.

¢ Plants: Displays the name of the read file including the web server serial
number, creation date and time.

¢ Plant information: Displays information on the object and web server (see
System Status)

The following report types are available:

» Standard report
« Individual reports
« All data report

History trend files and trend files in the future are available in addition to the
reports.
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Important

Standard report

Note

Custom report

Note

The web server can only read out information that was also sent by the device via
an M-bus telegram. Check the corresponding telegram if information is missing in
the report.

The Standard report lists all read devices. A device corresponds to one line. Each
column is the same for each device. The columns with the corresponding titles are
preset. The field remains blank if the device does not report a value.

The columns must be assigned to the corresponding data point in the device

File Namo Report Date__|Report Time |Piant Reference |Fimware version Total dovices cabied Total devices wisloss |Serial Number
FC._report EVO0000000 201606 16 15 [16 062076 ____[105406 [Reonaide Musterales 75,5360 Zg [ 0110_10_10___[20 o [EVo0000000
Gount prin ption [device_detail [O=wiredl1=wireiess [model i readout_date [readout_tim:
5 o o T )
T o o i T
7 g o WERSITTE I
3 g o B A o I s
3 g g T T )
g [oCeat g T

Check the data points if a meter does not appear in the standard report.

In the menu "Settings > Wired devices" or "Wireless device", you can define in the
column "Standard report — Data point mapping" the value (data point) per meter to
list and under what title in the standard report. The standard report permits the
setting up of a summary report using a standard format.

¥ Data Points settings (**)

Main > o ~ 5 . Custom Report - Data
¥ User description M-bus description Standard Report - Data point mapping MRS
O # Time Point Time Point none [»] O
® s Energy Energy =]
device_date_fime
error flag decimal
O /' Time Point Time Point b e m]
heat_energy
(o] s Energy Energy cool_energy =
HCA
s T = heat_water_volume
@] #  Time Point Time Point cool water_volume o
water_volume
o) # ErrorFlag Error Flaz O
O #  Sie of Starage Block Size of Storage Block O
electricity_active_energy
o /  Time Point Time Point electricily_raciive_energy ]

A Custom report displays each device with two lines: The first line describes the
content and the second the corresponding values. The number of columns varies
by device depending on the device and selected data points.

Only data points defined in Section 12.4.3 are listed.

File Namo Roport Date __|Roport Time |Piant Roerence |Firmwaro versi jon_|Total devices cabied Total devices wireiess [Serial Number

CUST_epor EVO0G00000 201606160 [16.0620%6 __[11:1306 TRebnaios - Wusteralies 75, 6300 209 [1 01110 101020 0 V00000000

Sount - [Gevice ota Govice_measure hox D roadout_date readout_time
o FA 000 Capent o feoe0 1297
Gount - = [dovice_serial_mu - [aevice eta Govice measure hex o roadout_date readout_time
T o Eo003% [DEV 65000350 PA 000 oA Gooing 0 Semens - WEBHTT feoe 2061310
Count primary_address [device_serial_mumber [name_device [Gevice_description e Joovice messue e D roadout_date readout_time
z o o058 }—DE\Lssesnsaa PA 000 Capent 0 [Semens - WrGTE Eoe20__[11:2%
ot primary. sora aov [Gevice_description [dovice_detall Govice, T roadout_date readout_time
3 o D [DEV 6507630 PA 000 0 [Semens -WeNGazTE 606206 _[1i1306
ot primary Sorial_numbor [name_dovico [Govicn < aotar ovice, X Do rondout_date |roadout_timo
3 o cosrea30 [bEV_oso76330 PA 000 et o Semens -WrNGaz140___[160620% 111231

For the Custom report, you can select in the column "Custom report — Data point
to be included", the data points for inclusion in the report.

¥ Data Points settings (*%)

3;;“ User description M-bus description Standard Report - Data point mapping :a“u’f: ;"i.’:g d‘:;‘“‘
(@] #  Time Point Time Point none > O
® #  Energy Energy &~
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Report "All data" Report all data displays each device with two lines: The first line describes the
content and the second the corresponding values. The numbers of columns vary
for each device depending on device type.

All data points are listed that can be read.

[Total devices cabled |Total devices wirsless | Serial Number
o [EV00000000

File Name Report Date__|Report Time [Plant Reference Fi
'RAW_raporl_EV00000000_2016-06-16.X5 | 16.06.2016 7:56:06 [Rebhaids - Mustaralles 25, 6300 2ug [1.07

L [readout_date|readout time
o 6062016 _[1156:12

Count primary _serial_s device
0 0 [G6o7 1928 [DEV_6o07 1528

[roadout_date|readout time

Gount [primary_address |device_serial_number [name_device Lid
o Siemens - WrxG[177 6062016115644

0 = [DEV 65900300

[readout_date|readout_time
Wexs[176 16062016 _[11:5609

> Serial s device ¢
2 o (65550398 [DEV_ 65990338 [PA_000

Sount [primary_address |device_serial_number [name_device device_description [device_detai
3 0 = os0re PA_000

Lid [Feadout_date|readout_time
o Siemens - WrN5a2[141 6062016 175641

Note [il  The numbers in the reports are depicted as follows:
« Period as a decimal point separator.

Trend file In principle, there are two types of trends: History trends and trends in the future.
A history trend file includes an evaluation of meter data in the past.
You can evaluate meter data in the past at any time. The data remains on the web
server and is not sent to Synco IC.
In menu "Manual reports”, select report type "Trend file" and set a start and end
date. Finish by clicking "Create report".
Additional information on manual reports is available in Section "Manual reports”,
pg. 107.

A trend file in the future includes an evaluation of meter data over a timeframe in
the future.

You can set a timeframe in the future at any time to read the meter data. The web
server generates a web server once the timeframe expires and sends the file to
Synco IC.

To generate a trend file in the future, enter a start and end date with time in the
future in the "Automatic reports" menu.

Additional information on automatic reports is available in Section "Setup automatic
reports", pg. 109.

Information on Synco IC is available in document A6V 10500249, see Section
Reference documents, pg. 7.

Note [il  Ahistory or future trend file is created one time.
To create a new trend file in the future, select "Trend file" and set a new timeframe
in the future.
History trend files are generated with "Create report” and are available
immediately.
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Query interval

120/130

The trend data is saved to an Excel worksheet.

A trend file is set up as follows:

Report Date Report Time Plant Reference  Firmware version Total dewces cabled Total devices wireless Serial Number File Name

29.08.2018 11:32.08 Sample alley 2232717 24 1 1 EV16444187 TREND_report_EV16444187_2018-08-29_2018-08-29.csv
Query mtenal THmin
Beginning 00:00:00 29.08.201
End 2345.00 29.08.201

(" Fabr. No [35026219) [00071725]
Log Interval Thrs 15min

\_Data point Total volume (m3) Volume (m@
2016-Aug-29 0000 1098
2018-Aug-29 00:15 7.098
2018-Aug-29 00:30 7.098
2018429 00:45 7.098
201§ § 01:00 5.386 7.098
2013 bot1s 7.098
2018-A05-29 01:30 7.098
2018-Aug-29 01:45 7.098
2018-Aug-29 02:00 5386 7.098
2018-Aug-29 02:15 7.098
2018-Aug-29 02.30 7.098
2018-Aug-29 02:45 7.098
2018-Aug-29 03:00 5.385 7.098

(1) Plant data

This area displays the creation date of the trend file with time as well as
plant data and the number of connected devices.

@ Timeframe

This area indicates the query interval as well as the timeframe for reading
out meter data. The query interval displayed here corresponds to the
shortest query interval that was set for a device in this trend file.
Additional information on query intervals is available below in this section.

@ Meter readout data

This area summarizes the meter information by column. This includes the
device ID (fabrication number), readout interval, and read out data point.
Additional information on query intervals is available below in this section.

@ Date / time

The data and time are indicated in the first two columns.

The data and time of the readout with the corresponding meter data is
displayed per line. The time intervals correspond to the shortest query
interval that was set for a device.

Additional information on query intervals is available below in this section.

@ Meter data

This area displays the values of read out data point per meter. A column
corresponds to a meter.

The meter can also be depicted graphically in a diagram, in addition to display in
tables. Use the diagram function in Excel.

An individual query interval can be defined for each device. The interval determines
the time span for reading out the device.

The shortest query interval applies to the time span in the trend file if individual,
connected devices have different query intervals.

For example, a value for the device is only entered in the trend file every seven
days if a query interval of seven days is set for the device.

The query interval can be set in the device settings, see Section "Wired devices,
pg. 89 and "Wireless devices", pg. 100.
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12.6 User account

The User account menu displays all registered users and creates a new user.
Moreover, all login attempts are registered (logbook).

Click Exit to log off web server.

12.6.1 User configuration

New user The New user creates a new user account on web server.
At the same time, it provides information on all previously registered users,
including access rights (user type).

SIEMENS

O e
e

® 150912016 16:06

You must be logged in as an administrator to change user data or create a new
user.

First name Last name

* Email * Username

* Password * Confirm password

* User Type Administrator v

Enter the new user data and click Add:

First name

Last name

Email

Username

Password including confirm password

User type

- User: Users have a restricted view on web server and cannot change or enter
settings.

- Maintainer: Maintainers have a restricted view on web server. They can
change or enter some settings compared to users.

- Administrator: Administrators have access to all data and functions.
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Users access logging
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Menu Administrator Maintainer User
Plant state ) R R
Settings ) R -
Export data ) ) U
User account U - -

U = Unrestricted access
R = Restricted access

- = NO access

All login actions are registered on web server.

SIEMENS

(@) siemens ac

U account
@ therontguaton

Last Login
20160915 10:03:42
2016.09.15.08:36:03
20160914 152533
20160914 150159

20160829 175409

User
Miler & Son thartmanm) Maintainer

Miler & Son artmanm) Maintainar

Miller Maintainer
0

0

The following information is retained for each login:
« Last login: Date & time the user logged in.

« Logged: User status.

« User: First and last name of the user
« User type: Administrator / Maintainer / User
« IP address: IP address of the PC used by the user to access web server

User access data is registered for the last 28 days.

12.6.2 Log off

19216811

19216811

19216811

19218811

Click Exit to log off web server without further warning.
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License information

13 Appendix

13.1 Router configuration
13.1.1 Port forwarding

Web server uses the following port:

» 443 (fixed port for HTTPS protocol)

To access the web server from the Internet, you must setup a port forwarding rule
in the router to the IP address and port 443 of the web server. The external port

number can be defined freely but has to be unique within the router.

The chosen external port number must also to be entered in the LAN settings,
page 85.

13.2 Open Source Software

Open Source Software (OSS) is used on web server.

The license texts of all Open Source Software packages can be viewed individually

at

SIEMENS

Open Source Software used in the product =

roduct

fied 0SS components are distributed in the hope that they wil be useful, but WITHOUT ANY WARRANTY, without even implied
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE, and without. Hiabilty for any Siemens entity other than a5 explicitely

within the product are lsted below (including their copyright holders and the license conditions). For 0SS
2 for

Lienserame sie LastMoifed

11> Ache2 K December 19,2001

123 /130

Siemens
Smart Infrastructure

M-bus level converter and M-bus web server ABV11157985_en--_f
2021-06-21



Tools for packages
upgrading

Preparing the firmware
update

Important

124 /130

All packages subject to a GPL-3 or LGPL-3 license must be made upgradable to
experienced users for legal licensing reasons.
The packages are labeled on the list with ©.

T

*  Tool for packages upgrading (GPL-3,LGPL-3)

() Packagatovparade » dash | m

Siemens regularly provides firmware updates to the web server. This occurs
exclusively through firmware updates (online or offline). The tool for package
upgrades is not required to operate and maintain the web server.

The current firmware includes the latest features and web server functions.

Connect the web server to a PC before installing the new firmware.
For additional information on connecting web server to the PC, see Section
'‘Connect web server to PC or LAN', page 39.

Back up the data for you web server.
For additional information on backing up data, see Section 'Backup/restore’, page
84.

Update the firmware online or offline.
For additional information on updating firmware, see Sections 'Update firmware
online' and 'Update firmware offline’'.

Caution: Web server can no longer be used as the M-bus master as soon as a
package is changed with this tool! Access to web server over web operation and
local operation is no longer possible! All data is deleted on the web server for
security reasons! This procedure can no longer be rescinded and a new web

server must be purchased if the tool is accidentally used to update a package!
Only the Linux base system remains on the device after completing a package
update.

The device can then be accessed via an SSH connection through Ethernet port
192.168.1.110. Use username root and password 12345678.
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14 Technical data

The technical data for the level converter and web server is available in the
appropriate datasheets:

M-bus level converter WTV531-GA5060 A6V 10844290
M-bus level converter ~ WTX631-GA0090 ABV11742346
M-bus web server WTV676-HB6035 A6V 11157961
RF converter WTX660-E05060 A6V 10455680
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15 Revision numbers

Product no. Valid from rev. no.
WTX660-E05060 A
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Connection terminals Web server.......cccccceeeiiieiiieinnnnnn. 81
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